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1.

T ARP P R 2
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T fi# TCP/IP &R

Sk BR

1. ARP i

ARP P32 btk @ A7 (¥ 38 F B ( Address Resolution Protocol) , FLH2HE T 4% 2 Hhhik
(IP Hihib) BBk (mac #bdk) Z (A AIZhAS ML, FESChREAE b, P 2 46 H 1 3t
BEREAT RO . TP FROSCHE SN B B B R MTHEAT A1, A 0 2440 TP Huhk e 4 g0t
FREAE ik, ARP /2SI E KX —IhRen. @Id arp -n B0 ip neigh show A] LIEEE ARP
GAFRIINE -

. IP B

IP #}¥ (Internet Protocol, EEAMIBMID () IP Huhik, {RAE T RIS & ME—1E, el TN
283 A T [F) C AN SE LS T BE . TP JRASH IPv4 Al IPv6, i route -n Ml route --
inet6 72 AI B F AR IP BEHECE . 1Pv4 tHRUE IP MKy 32, SR E0h 232,
IPv6 P bk E Dy 128, Bl Kb #092128 | 5 1Pv4 AHEL, IPv6 A7 LA N

IPv6 EA 5K b= ]

IPv6 il I /N i el 2

IPv6 S50 5 8 55 A ZHL 478 S 45 DA SRR R )

IPv6 N 1% H S & S HF
o ISR A

. TCP/IP

TCP/IP $ A& 4341 W/ M Br 13 (Transmission Control Protocol / Internet Protocol), JLHR LT 7]

BB RS, TAEE OSI KitkH)Z, TCP TRt fe B R S, R MRHE
T 7 B SO AT A, R P R r s 1 7 3R AT AR, R I8 s Al 5 S AE R 3 Wit ST
e, BUOIRRE 5 R ETT SR RO OB AU R, 75 R 3% 7 AT 55 B 5 R SR LR
RIBZEHE -
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1. FEfE ARP HHiX

1) 7£ HostA Al HostB 173 5ll ¥ 7T —A 2o F T A S2 5

2) £ HostA F1 HostB H1 /3 B AT A4 ifconfig eth0, BE FidIEAM1& E N IPv4 Hihl. 1Pv6
Hihik (global A1 link PFH) BL K DAOK X422 1 P B AL

3) f£ HostA H1#T #ir4> arp -n B ip neigh show A5 JFiC AN ARP SR AR

4) 1F HostA F1 #4714 ping -¢ 1 HostB [¥] IPv4 Hiik [ HostB &i% ICMP iR 3. i ] ICMP
i 87 5 R AT /T4 arp -n B8R ip neigh show 274 HostA [] ARP 247K (KN 2 .

5) fF HostA K] ARP Z%{73 HL 7] 3575 HostB {1 MAC Hbulik, g% Rk, K5 HostB L
ifconfig eth0 @ 2 AT S5 R 2 5 —F.

6) TE HostA AT A4 ping - 1202.38.64.246, Y F] ICMP M i J& 4k 2230 4T iy 4> ip neigh show
#7& HostA W] ARP A73%, ICR&G R . il E MR TCIRE B BTk 202.38.64.246 1Y
ARP FI M H BEAF BRI SRR ) MAC Hhbik. $%: A MIBLCRERS) | iRkt S .

. I 1P EEEE

CIHE 0 BRA AL T R S HostAD
1) 73 nl Féir2 route -n M4 route --inet6 && AHLI IPv4 A1 IPv6 P L E, 0% ET M
(¥ RS/ AT, JF T AT ifconfig 45 RAE LLEL
2) PATLA R HIAN 20 BB E RGN IPv4 FI IPV6 () FORWARD {f, id3% Fok. @
FEIXAME R B LA SRR AME R X RE I #n: BE NS i X
4 1: cat/proc/sys/net/ipva/ip_forward

4 2: cat /proc/sys/net/ipv6/conf/all/forwarding

. TCP % 3R

1) 7E HostB {1235 1 44T nc -1 1958 107 1958 i H .

2) 7E HostA [12&3 1 447 nc HostB [1] 1Pv4 Hhihl: 1958 .

3) fE HostA %3 2 AT T2 netstat -aunt W% H S FHL_ERFTAH TCP 5 UDP #HARNL,
K A B0 R R B BRI A A SR R B BT bR B R SR G RO AR R IX 5%
RS Lo

4) AT 74 nc HostB [f] IPv4 ik 100, K 2HATE R [FIFEE A netstat -aunt SKREF A
HLEERIRGL, 5 HIBTIX IR telnet 312 & 75 RO Sh 2 7 I a7 #L it B S A




. B

1. DR —AWEL 1P HuhE A7 S 73 7 h 202.38.75.0/255.255.255.192, & THEAIZM B —
JH 2 /DA 4R IPv4 ik nl R AU, s BX A4S g 2/ JE R BC i 1P Mk ?
2. SREG AT ifconfig eth0 75 1 L RC BLAS R AT ISR 2] — DN EE S HMTU, ¥ 1X Ml
&2/ FHTRRL MTU 2500 &

3. IPv6 HihEKFF i 1Pv4 HhhEKBER 4 £, RIETEA S IS TP 19146 K158 v 4 Fh 3 1A 4 PR 26 (0 R
BT HEN, 15 W AR R R AT 4 2

4. —% TCP EHTHEW IS HARIN?

Fi. ERARE

R 2oK: PDF iy, WABIESLIBH . SKie s Oofsige b i FH 2 0 B A a2 i CAER
SKIAIR (LR A R EL RS R, BEDFEAS S SRAH P4, e | BF
AL SEIGISER .

VR SLIGHRE S 3242 BIMRFE uste infonet@163.com ', 2 —IRSEIGHR & #23C PDF SO, ARl
M ar Ny 144 -2 5 AE A — SRR, IR AE e I F 177 .
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eI — . IPve EAERE

L5 B

1. % 3 f# ) tepdump HIUEL IPV6 #% H1 2% A 5 ST IS B
2. T TCP =X 4TI LR 2.
3. B4R IPv6 Bl I R E 1S .

LI R
1. TCP =XiEF

Frid =X #ETF (Three-way Handshake), JEfEE . —> TCP &R, 52K il RS &
BIEKIE 3 M SR T H MR EERIRS AR E i 1, 57 TCP 3EHE, JERIERXUT
(RIFe ) S AN, 22Hk TCP & HR/ME R 1E socket ZifEHt, 2 i AT connect() B, #4
fil i = VAR T

a)

b)

HITTCB
EAITH

B—KIETF (SYN=1, seq=x): & J Ui K 3% —A> TCP 1) SYN hr&EAL & 1 d, FREAZ
s AT OB IR AR 000 1, DL RAIAR S X, IRAFAEEL KB F 415 (Sequence
Number) FEH . RKETFEE, %/ i\ SYN_SEND RA.
5 R T (SYN=1, ACK=1, seq=y, ACKnum=x-+1): [R5 2 % [Fl#fiiltl (ACK) Ni%.
Bl SYN ARG AT ACK ARELRLIIN 1. MRS A k£ H & ISN 7415, 3] Seq B H,
[ B K- U 5 (Acknowledgement Number) ¥ BN I ISN I 1, B X+1. Kik5E
Yfg, Mg #simidi N SYN_RCVD R .
=R TF (ACK=1, ACKnum=y+1): % i R O IEHINEL (ACK), SYN brdEfiA
0, ACK #RERN 1, FEHACMRS 4 KK ACK MF 5 7B +1, TERE 7 Brh &%
Xt 7y, I BAERIEBUNS ISN 1) +1. Kik5EH)5, %/ umiE A ESTABLISHED iR
A, UG EEIX SR, Wik N ESTABLISHED IRZ, TCP 8 F45

=i A% 22

HI7TCB
WENTIF

K 1: TCP =R FrmE



2. IPv6 BEiE
518 (Tunnel) HiARE—FpHE T IPv4 BEIERALIE IPve BURHSCH I BHAR . # IPve 1

NTEGERI R CEE, ST IPva A, Wb IPv4 T IS, JF HLAEREIE 1w al
DA T30} B 4 SCHEAT S B R At A% o B R — AN RO o SRR . BRI R TE e
FR TR AR B ARSI RE. FERIER T IPv6 over IPv4 PR UIA R 451
I 5 A () ST TR A — AN SR — N2 5 ARIERE TG 4 n i IPv4 M bk 3RIRCT UAN R 7 B
#4 IPv6 over IPv4 [&IHE 73 4 T-ShBEIE T B shBEIE .

a) F LM EREIE (Confifigured Tunneling)
SHEFAN IPv6 704, #RFIE T LRCE & Hixt BFIBEE 1 &, 3B H TR E H 25 BT 1) 1Pv4
Hodk.

b) HZhLEPEIE (Automatic Tunneling)

32 BT RS B 1 TPV Hbchl Rl /B eg i 1R — Bk e BETE 1o A, R IRH TREE S R AT 1)
IPv4 Hiuht .
Tunnel Tunnel
IPv6 End-point End-point IPv6
End-system (encapsulation) (decapsulation) End-system
TCP TCP
Encapsulation Decapsulation
IPv6 Function Function IPve

IPv6 IPvae "~ 'IPv4 IPv6

Subnet Subnet [Subnet Subnet |Subnet Subnet

Carrier
Protocol

2: IPv6 over IPv4 or IPv6-in-1Pv4 Tunneling

=, LBAE
1. EAHE
1) A HH1C 3% HostA A1 HostB ] IPv6 (ethO scope:link) Hilik, fir4 ifconfig ethO.
2) IPv6 i%EH::

HostA %35 1 HHHAT sudo tepdump -vxn host HostA [fY] IPv6(ethO scope:link) Hitil: and HostB [1
IPv6(ethO scope:link)Hihik -i ethO.

HostA F2&3 2 34T ping6 -¢ 1 HostB ] IPv6(eth0 scope:link)Hihik%eth0.

[SCORER]Y - OB IR BO 2 1 MBI 2 ANMRCCEE, RIS E R, B2
B ARYE IPv6 PR ek T Fik tepdump JME45 5, R H IPv6 LLL ICMPv6
(V1B A Sk S5 M e A B BB LA (120 TP HiMSUARAS R hE R B ik, s A0
H o T 3ROCE AR SHXANMR SIS SO LA RE .




3) PRHEA IR
PR T AROCH) H I HbaE Dy IPve AL iy <At sk, B Rk FF02::1, W]
H tepdump {5 6 FH 28 A E 4R . HostA o 53 JF— A% 3 F TN % b 28 A 40, dn s
N: sudo tepdump -vxn host ff02::1 -i eth0.
(2SR ER]Y - 057 HostA HIZ 3 ' tepdump IS RIRIEIE . BT 2% 28 A 5SRO0 A
A E I, DR X B AT RS A B A A ], AT AE R 3 /ML gk AT H Al S,
SRR EIEFIMNEARIEIE . W RIFRE L, WS E MR 4 B FR
I, AR topdump AU (1R SO B BA i b 388 5 HOSCIR 1 WL S AT SR A D
HH PR L LR 2 e 5 A X (5 5L 2
4) HuhEfEMT
bk 6 0 238 ek ) TP SRECH i ) MAC Hiubik o P bk Al 72 2 7 B0 R i
Hahdt T, PILREZEEA tepdump iU, 5 ping X, B A AZ2E] NS Fl NA #3Cs
HostA [{)2%35 1 $447 %4 sudo tepdump -vxn host HostA 1] IPv6(eth0 scope:link) il -i eth0.

HostA 112&55 2 BT fim 2> ping6 -¢ 1 HostB [ IPv6(ethO scope:link)h1ik%eth0 .
[S2E0E5K Y - 123% HostA %3 1 OISR IH R (NS) FIAEEE S (NA) Rk 3C. ARIEIN
HOC3B) PR S B U D 48 s 1 SR A & R A RSB TR E R, R E R A AR ?
5) TCP =k 4EF
netcat 1] PAYE FHLIAIE S, TCP &4, @ riE8n, " LLH tepdump X CCHNEL, W%2E] TCP
M =R TR
B SGAE HostB 1% 1 AT nc -1 1958 451Hr 1958 i [
2 JG7E HostA HI2&35 1 3147 sudo tepdump -vxn host HostA [ IPv4 Hilit and HostB [¥] IPv4 Hihik

-1 eth0,

7E HostA 1%&3i 2 $44T nc HostB ] IPv4 Hidik 1958,

(5230 R - SE%I0 5k HostA %80 1 B AT =MRSC, BY TCP EFR . Frik

RAMCHIZER (SYN. SYN/ACK. ACK) . MU TCP PrisCRA =BT MR . Bt

AR SEAG HOR R TEIEIN R RST 42 18 10 4m 5 B FE 7 B FRA 12 15 75 B AL X 264 50, A4 ?
(DHL
PR BTh e ALY KM

K] 3: TCP =k#EF

2. B&iE

A BREMBRES A sudo ip tunnel del BRIBERFR, HARMEFE G SFTHRYT AL SMBREER.
1) THF#A> Host MEIMLIE 4TI — 4> 20

2) f£ HostA )% EAAT AT %

sudo ip tunnel add sit] mode sit remote HostB [ IPv4 il local HostA fY IPv4 Hihik dev ethO (IPv4 Hh
Bl PL Ay 4> ifconfig eth0 3K15)




sudo ip link set sitl up
ip link show up [icsRZER, BLE AT DLE 24 700 sitl 14 ]
sudo ip addr add 3ffe:3216:2101:2106:1234::A/80 dev sitl
ip tunnel show [id x4 R ]
3) f£ HostB %3 EHAT A4
sudo ip tunnel add sit] mode sit remote HostA [1'] IPv4 Hhilik local HostB [ IPv4 Hihit dev ethO0 (IPv4 3t
HEw] B Ay 4 ifconfig eth0 3R 74D
sudo ip link set sitl up
ip link show up [iC&5 5%, A A LAE B4 70 sitl %4 ]
sudo ip addr add 3ffe:3216:2101:2106:1234::B/80 dev sitl
ip tunnel show [id 45 H ]
4) 7£ HostA EFITFPIAN %, Horh— A2 tepdump (FHRSC, 55— N2 H T ping6.
(a). T SEAE HostA 5 1 AN A4 T 4 sudo tepdump -vxn -i sitl .
(b). HARAE HostA HIZE 2 AN AT T2 ping6 -¢ 1 3ffe:3216:2101:2106:1234::B, 62 /2 75 7] LA
ping i, AN 7 EAG A 2 BT AP BT 1 B e R
(). 1E3% HostA FIE5 1 AN2&%i 1 B tepdump U AT PH AR
(d). %P HostA 13X PR /™ 28 iy FF 28 T T P A0 1 24 g
(e). 7E HostA HIZR 1 A& AT T4 sudo tepdump -vxn host HostA [#] IPv4 Hii3i and HostB (] IPv4
Hidk -i ethO.
(). £ HostA HI15 2 M2 R 4T84 ping6 -c 1 3ffe:3216:2101:2106:1234::B.
(g). i3k HostA (55 1 A% i tepdump JUEI AT HROC (ATREESE—22 L)
[S2REOK]Y - IR HECKP LA . WRkoCEii LE, @R ERE S A IPve EHLERE
WBAE IR A, B RS TEEAE B AR SCH T AR R ?

I e 8=

WA TR BFRERS, WAGRESCIOEE . SLIGEIE O SEs b B BTA a2 I DURRS
SKIRAER (RITP T HEICFHEE R, TR, BEDTFEQS AL GER RIS & i b
T CH P SERAFEMHLETR” O L RIS SISO

TR LIRS KN R ZZ FIMEAE uste infonet@l163. com 1, # TIRSLINREIRAC PDF 3CAF, il
S RN 4422 5 E P RS, MRS il sk 445
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:-$ sudo tcpdump -vxn host ff@2::1 -i ens33
[sudo] sa24006191 FYZRHS :
tcpdump: listening on ens33, link-type EN1OMB (Ethernet), snapshot length 262144 bytes
17:24:19.471157 IP6 (flowlabel 0x8307a, hlim 255, next-header ICMPv6 (58) payload length: 112

) feB0::eafc:afff:fefb:7fc3 > ffO2::1: [icmp6é sum ok] ICMP6, router advertisement, length 112

hop limit 64, Flags [none], pref medium, router lifetime 90@0s, reachable time Oms, r

etrans timer Oms
source link-address option (1), length 8 (1): e8:fc:af:fb:7f:c3
mtu option (5), length 8 (1): 1500
prefix info option (3), length 32 (4): 2001:daB:d800:c030::/64, Flags [onlink, auto
1, valid time 172800s, pref. time 86400s
rdnss option (25), length 40 (5): 1lifetime 9000s, addr: fe80::eafc:afff:fefb:7fc3
addr: feB80::3e33:ff:fe51:fd40
advertisement interval option (7), length 8 (1): 600000ms
0x0000: 6008 307a 0070 3aff fe80 POPO OPEO POEOO
0x0010: eafc afff fefb 7fc3 ffO2 0000 OEOO OPAO
0x0020: 0000 POOO 00O AOA1 8600 1fb4 4000 2328
0x0030: 0000 POOO 00O Q0RO 0101 eB8fc affb
Ox0040: 0501 0000 OOEO A5dc 0384 40cH BOO2
0x0050: 0061 5180 POEO APEO 2001 OdaB d8MO
0x0060: OO0 0000 COOO QOO0 0000 DODO
Ox0070: fe80 0NONO ANDEO AOAO afff fefb
Ox0080: fe80 NONO ANEO AOAO 0Off fe51
Ox0090: 0701 0000 EOE9 27cO

4: BEHIAS A IR SH K




1.

LI =: IPv6 MERELK—AI]

L5 H AR

. Tfi# TCP ¥ Client/Server 451 I L 2.
BB M4 Socket g A B FEASME S ANF AT %

42 TCP 1] Client/Server &5 1815 K 2L .

SEe R 2

TCP &5

et 2 AN 2 2 T80 33E 47 O B8 28 B RS (Message) > 111 £E A& J2 A1 ) 4%
J2 2 18] EAT A B I B AR BN B 3R (Datagram) o A% 2 AT LLE A% 46 42 ) 1 3
(TCP) REEHHE . TCP Phiifl InER:, HHFmfE g, £rFEn.

FEI A EHE I Client/Server &5#4M: RS T e)a3h, A socket() #AL—
ANEEO, RERA bind) ¥ iZE R O RN S bER RE—HE, HiHA listen()
BB AT e, RS BRIERASIKE, Z 5t accept() RH:IL
HEfE. BPEESEREOEH A connect() MRS 2 3%, HEHE— BT,
PRI R 5 25 2 TRk AT LUIE I read() A write() SRAIE R . e, 3K
PR R, W7 close() KIAEHM.
ERF socket

EPT (socket) AMEEHIIEAT, & FF TCP/IP B3 4438 (5 1 FE A A HLIT
B W SRR I R o R A R AR, B AT N S AE AU RS R R
FIHIPM, A EALE) IP bk, ARHBERR A UM 1, i AL 1P Huhilk, bt
PR PR

57 J2 3 i A% i 2 AT B S I, TCP 43 B[R] IRy 24N 7 FE e i 2 i it
H RIS A TCP BB 2 AN AR 7 HERE 7] R 75 2L [7]— 4> TCP #riX
gt AL EE . O T XS R AR P R AR RS, 1 2 U ENLRAE RGN
Y5 TCP / 1P WhilsZ Bt 7 EHF (Socket) 2 H . N = AT LLFIME Hi J2 18 i

Socket % I11, X732k B AN A MR e AE AR M 2 3 A5, SR A= 1 0 F A IR

%o

Socket &4, /DT E—IERET, 4N clientSocket, serverSocket. EHzs N 3

o

a) MRSSERMETT: RS EIEAEN BARE P i B, M 2 AT RS .



b) F /IR i B R T B EOE R RS AR B T R A 1
SRJA R 55 A B T PR HE R R

) HHRSTA BRI E S i B R T ORI RGN 2 i T ER, IR
SLASETERRE, TS A i R B 5 7 A IR R ah e g, — B P B A 1 LR,
FUEE SR . R A BT RS T IR, SRR b % i E 1
BRI K

= ERAR
1. BIBEA SR I PIANFER TCPClient.c. TCPServer.c, WA A4 E Ao
2. HFHIBITRET:
a) WA TCPClient.c. TCPServer.c, Z75 R4 7140 5 FE T -
JEAUMIL A 6 g SO 18 HG o — g 2 R () PR e 7 =OkAD) -
> IEEARAFARIL SO0 SO IR FT T 2855, %N cat > TCPClient.c, RS54
NS 2R, 453 Ctrl+D;
> ARBEHIN cat > TCPServer.c, AJEHMINRIBANZ, 4iRH Curl+D.
b)  TELRAFARHD SO (8 SO S T AN 23 o
¢) BRI | HiFBATIRS 2%
I. $147 gec TCPServer.c -o TCPServer 4 % iR 55 28 F2 /7 o
I 34474 /TCPServer I&1T R 45 25 FEIT -
d) RIS 2 RIS AT % 7 i
L. $14T gee TCPClient.c -o TCPClient 4 3% %5 /7 i A2 o
1L $447 74 /TCPClient ::1 847 % J IR FE T -
VER X Bl FoR IR HbE,  REEANREIFE P 58 BT 7 —A 4L LA R
Z B I .
3. iEHRE 9256 JF A [ The GNU C Library Reference Manual] T fiff BEf# A Sz 56 75 514 AY
i

. BEE

1. ERRBIFEFE R —ANEET /S ALK TCP BEFEF . 15 I X R B2 7 0 B K
socket(). write(). close(). read(). listen(). bind(). connect(). accept() iX /\NILA & EIE A
B 1 PR g8y C/S fAY TCP sl E 2P it B .


https://www.gnu.org/software/libc/manual/html_mono/libc.html

2. 245 15K TCP IR HAL B ISR IR B iR AT B rp RS R B2 5 TCP i
BT PIRSAE R PR, AR NRAEIRESSE T H [N A/ B T, 1ML A/
TN B AT HIREST. ARAEX AR FEHS & 1 R A LA S AH R Bk ZE U B SYN Flood iy 5K
LA

r
v
2
v
3
v
4 8
l%ﬁﬁ?ﬁ .
_ v
5 ¥ il 10
¥ | v
5 | W, 11
v v
7 12
e &= Fim

B 1 T /S BEALH) TCP SR F IR

WeSYN, .
HESYNAACK

SYN_RCVD

FESYN

I5YN,  JZ5YNAACK

SYN_SENT

PeSYN/ACK,  REACK
ESTACGLISHED }-—---—m— - w{ CLOSE WAIT
WEIM, #2aCK

BEFIN
----- -
WeFINAACK, i aACK
EEACK
FIN WAIT 2 TIME WAIT o=
WEEIN, AACK e e -

ArohAiE  Ea ik
K 2: TCP IRESHEB K



B, SEEHRE

G ER: BT RIRE, NAEOFERIGEE . Lk 5B OGRS i o5 &) BT AR ) <
LI A5 RORPIREFIZATEIE) . SLinsi R, SLiRiisRk.

TR SRR KB HRASBIMEAR uste_infonet@163.com 1, 58 =IRSLEAR G HEAL PDF U, AR
ASCAEar BN kA% -22 5 A5 B = RS, BRAZ i)
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LI 1Pve Mt gmiEscie— B Bt

—. SEWHE
1. THZHEmE
FIRET socket (4 T iE(E
3. FERIET socket FSCAFAE

—. SEWFEHE
1. ZHERE
HEFE (process) RHEAMERGMIMER, AT M —IKPATIERRAE RGP BN AR IIBUE,  [FIREREE
BRI A AR I BA LU R RHE G B 5T
—HIAT TR 2 75
o —ANHEPRE
o HMKMARGRIEES
Linux W83 ME— MR AR IR T PID SKAR RGN HERE . PID AFSUHRR R T pid 7B, il
HH PID 38 2 AT — MR PID 0 1, Aid PID A LER.
11 fork() B EUE Il G @R ERE

1 /IR LR BHER
2 #include <unistd.h>

3 pid_t fork(void);

£ Linux " A1 —NHERERIME— 7752 H fork() B, fork() BAUE Linux o —NEH B 21
A, T ANCAATERERR T QI — DT RR . BT RO bR, T R R AR SRR . T fork()
BREAS B 1) R SR AGHRR I — N, B SCHERR AL 4R A T RN AR sk A ), SRR
T AR BEREMERR . WAEE R FTHFRSCHRR R FRS il g . SRR, BT,
MET TAEE S REZ. BIERG (F5 038 XRFEf &unmss, AR a8 e RS,
VPR FH AT 38 4%. SEBRZEAE SRR AT fork() BB, RS E | AT, TWHA T
FEMI AR M fork() BRIEL I IR (91 FF46 J5 ) A8 PR S ik = (R o [FE AE 47, AT A AN 32 40 0 3R A5 BT &
fork() BREUMIIR[AIE, Forp e ACHERR i iRk [ E 2 I RE AR S, TRIZE b AR R E] 0, A5 A IR [A]
-1,

2. E&XTHEfE

XUT. (Full Duplex) s &R I — MR @5 R FEEEER A J7 W) L FE 45, SrEse /) b
M THRA R TG RS XTI LLAR (B 3 TE 5 5.3 sSRie R FfEH (AB
HBA) . & AB AN BA, 2BRE R,



XL 5 2R BB W IR T AR 46 BRSO 2 TRER BUR B R R 3%, 385 R G
WBLE AR AR, R, REdR B R R AN 7 1) AR . A7 s AT 77 17 H V)
e, R, B UHRERAE R AL A RESR TR AR LS AN GEAT I [R)RE 1R ) 32 HL AN B 4 BT AR B K
A AR RS 2 EH

=, ZRARE

ARG RAEEE 4 TSI =R B R SE. ARIEY IR, RLBEHAEE,
GIVSE

o BT socket 14X IBAE e

o T socket [ AL i gmTE

[F) 2 AT AT DALAE XS SR8 = P T socket FEAL I 2% g2 IR 0 B2 b, BT8O Client/Server 45
HEAE Iy R IIREIESEI. sk A A T rTRES FH B DRI R BIARED (C B F A .

(—~EH 1

BRI S — MR, LI ENLZ RN SCARI RS . 815 75 2AE IPve M8 T ek (BX A
FEHLIEF 1Pve Hhllh).

NBFRE]: SR H AL AVE 1A Bl 5E il

BEAZR: WP ATEGERIE, ERREAE R WA ENLZ R IR th— 7
VENRA TG, TG AW AT EEEE — )7 &% “END” 453, BRI A% o i A8 a] ARG 7]
X RIESCATH S, BN FEESEI A ENLZ A AT S . WSR2 5 AR R Be s B /> EA LA
RIESCATE B3 7 ¥ S0 4%«

PRESR: ILEHY BERAM, WrT LS B . ‘@7 . “SUEHRET Thig. ki
i TSR AR P e R P07 o SR 1Y S I DA % 5 R I

(&) BH 2

BRI E — MR, B ANT 20M B3O O —5E = SCAR ST IN—AS EVLRIE B 53—
FHL, ST EAE IPve IAEE R 58 (BFX IS EHLIIMH 1Pve Hitih).

NEPRS]: 8 H T PAE 1-4 AR SR 58 A

FEAER: WEFAFEARES M, ER R HAENTE KRG FH0B YRR HENL A KK
(RS2 ML A B SCHE—5, RIRIEHT S SCHFRORSAA (CRC32) M. 772 A] LA SO PR A4
IR (BUZERSE P T BR3a A7 I 1) F P A2 R R B RO SO, TS — B RAG € I R AL ) . ZEoRAE
SO RIEFF AR HTHA ML AT Dk £45 48 503 [R) SOt
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TCPServer.c

#include <stdio.h>
#include <string.h>
#include <unistd.h>
#include <stdlib.h>
#include <time.h>
#include <sys/socket.h>
#include <netinet/in.h>
#include <arpa/inet.h>
#define MAXLINE 1024
#define TRUE 1

int main (int argc, char **argv)
{
int sockfd, fd, n, m;
char line[MAXLINE + 1];
struct sockaddr in6 servaddr, cliaddr;
time t t0 = time (NULL);
printf ("time #: $1d\n", tO0);
fputs (ctime (&t0), stdout);

if ((sockfd = socket (AF INET6, SOCK STREAM, 0)) < 0)

perror ("socket error");

bzero (&servaddr, sizeof (servaddr));
servaddr.sin6 family = AF INET6;
servaddr.sin6 _port = htons (20000);
servaddr.sin6 addr = in6addr any;

if (bind (sockfd, (struct sockaddr*) &servaddr, sizeof (servaddr)) == -1)

perror ("bind error");

if(listen(sockfd, 5) == -1)

perror ("listen error");

while (TRUE) {
printf ("> Waiting clients ...\r\n");

socklen t clilen = sizeof (struct sockaddr);

fd = accept (sockfd, (struct sockaddr*)&cliaddr, &clilen);
if(fd == -1)

{ perror("accept error");

}



printf ("> Accepted.\r\n");

while ((n = read(fd, line, MAXLINE)) > 0)
{ line[n] = 0O;
if (fputs(line, stdout) == EOF)

perror ("fputs error™);

}
close (f£d) ;

if(n < 0) perror("read error™);
exit (0) ;
}



TCPClient.c

#include <stdio.h>
#include <string.h>
#include <unistd.h>
#include <time.h>
#include <stdlib.h>
#include <sys/socket.h>
#include <netinet/in.h>
#include <arpa/inet.h>
#define MAXLINE 1024
#define TRUE 1

int main (int argc, char **argv)
{
int sockfd, n, m;
char line[MAXLINE + 1];
struct sockaddr in6 servaddr;
time t t0 = time (NULL);
printf ("time #: $1d\n", tO0);
fputs (ctime (&t0), stdout);

if (argc !'= 2)

perror ("usage: a.out <IPaddress>");

if ((sockfd = socket (AF INET6, SOCK STREAM, 0)) < 0)

perror ("socket error");
bzero (&servaddr, sizeof (servaddr));
servaddr.sin6 family = AF INET6;

servaddr.sin6 _port = htons (20000);

if (inet pton (AF INET6, argv[l], &servaddr.sin6 addr) <= 0)

perror ("inet pton error");

if (connect (sockfd, (struct sockaddr*) &servaddr, sizeof (servaddr)) < 0)



perror ("connect error");

while (fgets(line, MAXLINE, stdin) != NULL)

{ send(sockfd, line, strlen(line), 0);

close (sockfd) ;

exit (0);
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[Function] socket This function creates a socket and specifies communication style 489
style.

[DataType] This is the data type used to represent socket addresses inthe 474

Internet namespace.

sockaddr _in6

[Function] listen The listen function enables the socket socketto accept 493
connections, thus making it a serversocket.
[Function] bind The bind function assigns an address to the socket socket. 469
[Function] accept This function is used to accept a connection request on the server 494
socket socket
[Function] connect  The connect function initiates a connection from the socket with 492

file descriptor socketto the socket whose address is specified by

the addrand lengtharguments.
[Function] shutdown The shutdown function shuts down the connection ofsocket 490

socket
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Different kinds of computers use different conventions for the ordering of bytes within a word. Some computers
put the most significant byte within a word first (this is called “big-endian” order), and others put it last (“little-
endian” order). So that machines with different byte order conventions can communicate, the Internet protocols
specify a canonical byte order convention for data transmitted over the network. This is known as network byte
order. When establishing an Internet socket connection, you must make sure that the data in the sin_port and
sin_addr members of the sockaddr_in structure are represented in network byte order. If you are encoding
integer data in the messages sent through the socket, you should convert this to network byte order too. If you
don't do this, your program may fail when running on or talking to other kinds of machines.[pp.485]
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[Function] htons This function converts the uint16_t integer hostshort from host 486
byte order to network byte order.

[Function] ntohs This function converts the uint16_t integer netshort from network 486
byte order to host byte order.

[Function] htonl This function converts the uint32_t integer Aostlong from host 486
byte order to network byte order. This is used for IPv4 Internet
addresses.

[Function] ntohl This function converts the uint32_t integer netlong from network 486

byte order to host byte order. This is used for IPv4 Internet
addresses.
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[Function] inet_addr

[Function] inet_aton

[Function] inet_ntoa
[Function] inet_pton

[Function] inet_ntop
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[Function] memcpy

[Function] memset

[Function] memcmp
[Function] memmove

[Function] bzero

[Function] bcopy

e

[Function] open

[Function] close

[Function] write

[Function] send

[Function] recv
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This function converts the IPv4 Internet host address name from
the standard numbers-and-dots notation into binary data.

This function converts the IPv4 Internet host address name from
the standard numbers-and-dots notation into binary data and
stores it in the struct in_addr that addr points to.

This function converts the IPv4 Internet host address addr to a
string in the standard numbers-and-dots notation.

This function converts an Internet address (either IPv4 or IPv6)
from presentation (textual) to network (binary) format.

This function converts an Internet address (either IPv4 or IPv6)
from network (binary) to presentation (textual) form.
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The memcpy function copies S/ze bytes from the object beginning
at from into the object beginning at to.

This function copies the value of ¢ (converted to an unsigned char)
into each of the first size bytes of the object beginning at b/ock.
The function memcmp compares the size bytes of memory
beginning at @1 against the size bytes of memory beginning at a2
memmove copies the size bytes at from into the size bytes at to,
even if those two blocks of space overlap.

This is a partially obsolete alternative for memset, derived from
BSD. Note that it is not as general as memset, because the only
value it can store is zero.

This is a partially obsolete alternative for memmove, derived from

BSD. Note that it is not quite equivalent to memmove, because the
arguments are not in the same order and there is no return value.
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The open function creates and returns a new file descriptor for the
file named by filename.

The function close closes the file descriptor filedes.

The write function writes up to s/ze bytes from buffer to the file
with descriptor filedes.
The send function is like write, but with the additional flags flags.

The recv function is like read, but with the additional flags flags.
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