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= IPv6 was recommended by the IPng Area Directors of the Internet
Engineering Task Force at the Toronto IETF meeting on July 25, 1994
in RFC 1752
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August 10, 1998. , RFC2460,“Internet Protocol, Version 6 (IPv6),
DEC, 1998 Specification ”
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Figure 1 — A new dimension
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. ANy PLACE connection

= Between PCs
* Human to Human (H2H), not using a PC

+ Human to Thing (H2T), using generic equipment
= Thing to Thing (T2T)

Any THING connection

Source: ITU adapted from Nomura R esearch In s

+
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= A new dimension has been added to the world of
information and communication technologies
(ICTs): from anytime, any place
connectivity for anyone, we will now have
connectivity for anything . Connections will
multiply and create an entirely new dynamic
network of networks —an Internet of Things.
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INTERFACE
MESSAGE
PROCESSOR

0l000!000!000|000/000

BRI AN LY v TS

‘.\.\\\s\‘.




The First
Link In
the
Internet
Backbone

| I;r"’"t

THE ARPA NETWORK

October 1969

ANNIVERSARY

® Leonard Kleinrock 2004




What was the first message
i even sent on the Internet?

s 18444F, Flk % B AMorseft) 25— Fifk
“What hath God Wrought”

» 18764, HiH A ABelll) 5 —a) #H ik

“Watson, come here. I want you. ”

s 19694, Armstrong& I HEKHI5 ok Bk
“One Giant Leap for Mankind.’

fr'Nobody noticed!!
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=12 A JARPAnNet

AL ML oS

UCLACHII K8 A2 L3 K2) SDS Sigma 7 | SEX

SRI(Hr3H AR 7T ) XDS-940 Genie

UCSB(Hn N K22 LB H 217 IBM 360/75 OS/MVT

UT@(ZMM‘HE%%) Digital PDP-10 | TENEX
N

i el




= [JNSFNet

O NSF Supercomputer center
® NSF Mid-level network
@ Both
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Source: Internet Systems Consortium [www._isc.org)
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1is large graph shows
v - the router level

3 .,3*%2’-,,, nnectivity of the

" Internet as measured by
-~ Hal Burch and Bill
Cheswick's Internet

Mapping Project

T — e 0 54

el ad 1 DU . 002 (™ 2 .om vy Mlice Swes T 1 ™ rrd A L T

o

FuUll Intemst map as of 12 Fad 1000
VOS54 Sa0es, SS 107 nocks (42443 kkaves)



http://research.lumeta.com/ches/map/index.html

Asia Pacifica - Red
Europe/Middle East/Central
Asia/Africa - Green

North America - Blue

Latin American and Caribbean -
Yellow

RFC1918 IP Addresses - Cyan
Unknown - White
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i Chapter 2 WEREREH S5 SHH

n 2.1 PRZERIH Rk

n 2.2 WIEHIE RG]
s 2.3 OSTAELZY

s 2.4 TCP/IPHiHY
s 2.5 OSISTCP/IPHELEY L3¢
s 2.6 PIZZEIR

i




2.1 P24 R

B\ Pl —r
2% B R Y
/5{‘?/9?4&2% “"f\/\/\
O Lfm%% (HRZE55) Interinet
15 B HIE 5T

== +£+M

&

e PRBRG (i
BE) ¢ BEMER

|
- M%IIRE LS | F |
BAR
- EFM BORS) (o wkd

= AN (A% M%)

F1 4 (node)


http://tw.theme.shopping.yahoo.com/nb/nb_monday_2123.html

2.1 P28 HIH4 Bk

Wi b5

0 }j-%lx—xj ( Local Area Network)
. HBLAN: DIAR (IEEE~~ Busmework

L R T T~
S -~ R x
— 4 - - Y
— s - -~ Ay
802 3 - i Access Point=, v
* /’( | ;I (RootMode) . [
e P ~ : < }
e o Access Paint . ' F
b b Fa -y - (Root Mode) ~ AN
I L4 ‘A’ F - - "
u 1 1 ! =" Data -
= . i % -
' -
\ @ ; -~
A)
\
A
( I EEE 8 O 2 1 1 ) *~ Cover
[ e

N }_L‘ jﬁlx—xj ( Wide Area Network )
« PPP, X. 25, ATM

= HEEM
= IPv4 (IETF RFC
791\919\922)
= IPv6 (RFC 2406)




2.2 284k R G514

‘L (R 1 B

Host 1

Y
Layer 4/5 interface

Layer 3/4 interface

Layer 2/3 interface

Layer 1/2 interface

J

Layer 5 protocol

Layer 5 [w--———--—-————————————- >

Layer 4 protocol

Layer4 [«--------------------- =

Layer 3 protocol

Layer 3 [«-------------------—- =

Layer 2 protocol

Layer2 [w----------oomm - i

Layer 1 protocol

Layer 1 [m=sm=mmeammes sosae e >

Host 2

Layer 5

A
Y

Layer 4

A
Y

Layer 3

A
Y

Layer 2

'
Y

Layer 1

A
\

Physical medium

= B (protocol)

o AR
. I A

SR

H T
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it

w2
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A
|
|
|
|
|
|
|
|
|
|
|
|
| /Z,ﬁf?
|
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2.2 484K RE5 1
i — RS

= P4k R (protocol architecture)
s EEI: RIBIBEEXNTT (B2 77) KT a7 85—y el
» TR A TRERIETTRIERE, WISy B, Ba8&ELt.
ZER I R, BTN S TR
= ERIEN
« AR DhBEEE R AER —E W, DLERTEEMDIBEHE TR, B
AEIEZ, DU A2 A O AR K.
s HIUIREZE M EORKT N E AL
s K ERXABH LN EE O,
« Pk (protocol stack): —/MEriE K RS ATl i) — 2 B
W (F—E—ANEJAM0 , M E (S0 e )

\;
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SEBRBKZ
= JR55(service)
= #O (interface)

= i (protocol)

Layer 4/5 linterface

Layer 3/4 |interface

Layer 2/3 |interface
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Y

Layer 3
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Layer 2

Layer 1/2 |interface i

Physical medium




SRR
= R4 (service) l

Layer 4/5 linterface I

= ¥0O (interface) |
= i (protocol) |

Layer 3/4 |interface

Layer 4

Layer 3

A

\

2/3 |inte rface
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/

Layer 2

Layer 1/2 Iinterface
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Physical medium




SEEAIRZ O

= Jk%(service)

= MO (interface)
= Pl (protocol)

Physical medium




SEBRBKZ
= k% (service)
= #O (interface)

= i (protocol)

Layer 4/5 linterface I

| Layer 4 protocol
: Layer 4 -—T—————y————p ————————

Layer 3/4 |interface i |

| [Cagers o). L2vef Bpiioed]
|

Layer 2/3 |interfac

1 Layer 1 protocol
- —

|-+ Layer 4

I——*— Layer 1

Physical medium




i A CEL IMINELY ISSP A

N+1/=PDU

N . 2542\ £ SAP
= V242 A diservice access LA

A
point N+1}§\1\.i+1)§SDU :

= AU ICHI AR |

. . NZ N/ZSDU
= SDU: service data unit - Y

« PDU: protocol data unit N/ZPDU
= PCI: protocol control info.

s HEHRITHI IR AR
= NZIPDU=N/ZPCI+N/ZSDU
= NESDU=N+1Z/PDU



i AR5 (service)

0[] B AR SS
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5, WETFPRIER.
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& 2.31SO-OSTAH f

Virtual
data flow

I - - A_

Sender

Application

IARENE=
|
RoN=

[P 2% |2

B

Physical

‘ Actual data flow

€ T19834F, 19954211

Receiver

Data link — DIN|T|S|P|A|D| =

Application

Physical

OSlI
mnemonics
All
People
Seem
To
Need
Data
Processing

Please
Do
Not
Throw
Sausage
Pizza
Away




Layer
7 Application
A
Interface !
6 Presentation |=
Interface I
5 Session 1
A
Y
4 Transport —
A
L /
3 Network
A
L/
2 Data link
A
| J
|-
1 Physical i
Host A

Physical

J

Router

] — — ——

col

|
|
I
|
|
I
|
I
|
|
|
|
|
|
¥
T

|
|
|
|
|
|
|
|
|
|
|
|
|
|
!’

munication subnet boundary

net protocol  \

Network ——— -

Data link —~-— -

Physical ——— -
Router

I
I
¥

_

Network layer host-router protocol

Data link layer host-router protocol
Physical layer host-router protocol

ISO-OSIHAY

Name of unit

-

c;-:%changed

\

Application APDU
A
L
Presentation PPDU
Session SPDU
A
Transport TPDU
Network Packet
A éj\éﬂ
Data link Frame
A
i
Physical Bit
Host B

/

PDU: Protocol Data Unit
I AEELE



2.4 TCP/IPHZY

OSl

Application

Presentation

Session

Transport

Network

Data link

Physical

TCP/IP
Application
T~ Not present
x/ in the model
Transport
Internet
Host-to-network/




2.4 TCP/IPHZY

OSl

Application

Presentation

Session

Transport

Network

Data link

TCP/IP
Application
T~ Not present
x/ in the model
Transport
Internet

Physical

Host-to-network




2.4 TCP/IPHZY

OSl TCP/IP

Application Application

Presentation

Session

Transport Transport
Network Internet

Data link Host-to-network

Physical




2.4 TCP/IPHZ!

OSl

Application

Presentation

Session

Transport

Network

Data link

Physical

TCP/IP
Application
T~ Not present
x/ in the model
Transport
Internet
Host-to-network




i TCP/IPEi%Y

Protocols <

Networks <

TELNET

FTP

SMTP

DNS

TCP

UDP

ARPANET

SATNET

Packet
radio

LAN

Layer (OSI names)

Application

Transport

Network

Physical +
data link
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nternetid R 5HEHRETSEE

applicatfion application
transpayt transport

networ< | network network |
data litk | data link data link |
physical | physical

hysic g € host2
g application

ansport

[ etwork

data link [ gpa-s 80p.11 | data link |
physical ohysical  [802. 1104758 __flhysical




2.5 OSISTCP/IPE R L8

EIEIE
1. HR R T ISL PSRRI
2. WEHADIRATIKNEE . F8E. MEE-

ZNEIE

17EOSTHE A A, JeAk e ST ARSS . 2 10. Pl fETCP/IPFRAY A,
FRE TR X RS A5

2. OSTA A7 FF AR E B MIER IR B B(E, EEERE R SR
T [FIEE A AS; TCP/IPRRA A SR M4 28 5, BEaEfL
Y )2 A SCRF AR EE BT R0 (1 P R BCRT P e %

3. TCP/IPR I ANX 43 H B AR EY L JZ B 55 =



i 2.6 MLEHI52

s MR X IR 4 R] 40N -

« MM (Personal Area Network, PAN ) : R &%+
KX, HWF (802.15) . ZigBee (802.15.4)
PLAUWB GEZEH ) ZZEHAR

= FBM (Local Area Network, LAN): 10m~nkm, K
%, KT

« I (Metropolitan Area Network, MAN): 17,
JITAH

« JTEM (Wide Area Network, WAN) : EZ A,
100km~1000km

« HiEM (internet) : A L% B % M K




Distance

Processors located
in same

Network Type

0.1 m Data Flow Machine
1m Multiprocessor
10 m . m [ |
LAN
100 m —
7 ":” Local Area
Network
1 km S
room, building, campus
10 km it B U
ci
Wide Area
100 km | country Network
i ¢ internet
1000 km | contnen Interconection
of
planet WANSs

10000 km




» WRRAEE
= HLEM S
= LR
= M\Ihge b
= T T M (backbone): =i, IThEfEHE
= 2\ (access network): IhAEE %, FhREXL
o MPIEEAE R 2
= 2~ HM (public network):$i5 B 28 (1 FAE A =] BRISP H 5 i 1) K 7Y
28, A Acim i g 2 B ] A H

= THIM (private network): faZEANHEALHTE, DONASRALA Gk
(SN GER

= &

E:

ZHAE

= JORERM G 2P RERABENME, RIS EEERIR S
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« SEVUMR, F—=. 13, 18, 20, 22, 33, 36
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= 33T SBHER
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i 3. 15451815 I FR S JE

s 3.1.1 Fourier &%

= AR IEH B R BT B $ig (t) #R AT LR T BX
FourierZk#, Bp

l )
gty ==c+ Z apsin(2mnft)+ Y bycos(2mn ft)

n=1 =




(0] 1 1 0 0 0 1 (0] =
1 2 0.50
[=%
% 0.25
£|
] 1 = | | I I 1 1 | 1 1 1 1 ]
(o] Time —= T 123 45 6 7 8 910111213 1415
Harmonic number
(a)

1 harmonic

(b)

2 harmonics

4 harmonics

8 harmonics

ic number —

Example: 8 bitHJASCIIHY
“b” BIHIARR, 01100010,

AR HRA
(a,2+b,2)1/2

R R : atbhe/P)
NERT=8/a &
f=1/T=a/8 Hz

P EE S LRE, Bk
PR A 443000 Hz.

B S i B 53 e U I
nf=3000

n=3000/ (a/8>
=24000/a



R R 545

—I—I—PM—»

TE ]

17 B i L B

i B A PR i) i TR

i UL 1) 3 25 5
a 8/a 1/T  n=fy/f,=8fy/a
- r?ﬁ %%ﬁ%z bps | T(ms) 1 # harmonics
300| 26.67| 37.5 80
%%E%E%E%UM 600| 13.33]  75.0 40
. WA (fe | 1200 6.67| 1500 20
ﬁﬁz) Dl4gRbg > | 2400]  3.33] 3000 10
LbRE N AL (bps), 4800| 1.67| 600.0 5
BHEHEHEFH/A | 9600 0.83] 1200.0 2
(B/s) 19200 0.42| 2400.0 1
38400| 0.21| 4800.0 0
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3.1. 215 18 B i RAL Fan s %

yquist E# (5 FR ¥ 5 K TR A (518D

= WR—AME
ﬂ%ﬁm&zfﬁnﬁ SER N

BEHE5ET

L LB ZIS R ARHIE S .

AT HE I =2Blog,V (b/s)

= ShannonE#

« XHEMHFEANB Hz, 5% AS/NHI{EIE,
BAHEAKEE=B log, (1+S/N) (b/s)

= {SIBERH 5 BE B H
LR
« BEERLEEFRER10l0g,,S/N, U4 (dB) ANEAL,

204 N1 {5 tES/N=100.
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% ABRIKIEIER A, AR

TSR LR, TS S BRI ER A&




—1

i Chapter 3 )34,

~—r

pay

o 3.1 ERE R EIS EA

n 32155/ R

= 33T SBHER

o 3.AXTHERFIR




i 3. 24L A i

s 3.2.1 &4k

[] 3.2.2 ':Lm

148

= 3.23H 514

s 3.2.4%4

» 3.2.5 0455

AL

B A AR A A



‘L 2R WA T

|

=Mk
f(Hz) 10° 10 10* 10° 10° 10% 102 10 /1016 1018 1020 102 10%
Ak EEC Y M E v itk
/I
AR e
f(Hz) 10410° 10° 107 108 10° 10 10" 102 10% 10 10%5-.10
W% oE HeF
> " - > -«
L it TR
——

BE R
Ttk T

B BE |
FTLkE Tk

-

LA
———»

3&5& | LF |

i

D e <—|—>
T
MF

HE  VHF UHF SHF EHF THF



i 3.2. 1044k TP(Twisted Pair)
B AR ELA I R LR, ST

1mm, P&k FRIBL— RS AR
= Shielded Twisted Pair(STP) B W& 4

= Unshielded Twisted Pair(UTP)L R # W& £k

s R LHIERPE E— A V100M, BER]f&4mis
PES, WIERHFEES.




Categories of Unshielded Twisted Pair

he EIA/TIA (Electronic Industry Association/Telecommunication Industry
sociation) has established standards of UTP.

= [ype Use

= Category 1 Voice Only (Telephone Wire)

= Category 2 Data to 4 Mbps (LocalTalk)

= Category 3 Data to 10 Mbps (Ethernet)

= Category 4 Data to 20 Mbps (16 Mbps Token Ring)
= Category 5 Data to 100 Mbps (Fast Ethernet)

= Category 5e Data to 100 Mbps (Fast Ethernet)

= Category 6 Data to 250 MHz (Gigabit Ethernet?)

= Category 7 Data to 600 MHz



Connection standard: 568A/568B

Brown b

____________ =8
White/Browr 7 7 >

% 6

Orange.__ B 2

_White/Orangb '™ 1 o>




b

\\
- —
—
I
[=—— =
[————==
—
|
e
ol

Pin 1 Pin 8
NENER Q. Notice that the Green pair has to be
N ‘ |L—" seperated before crimping on the
) cops N\ RJ45 plug. If this is not done, the
g!ns ; g é a:e :Re ;rans.mngms J Recieve Data will be split between
fns SO NIV TS N 2 pairs and performance will degrade!
Pins 4, 5, 7, and 8 are not used \
N 2
N\ \
N| Signal
N
Name
Pin # 1 TD+ TD+ 1
2 TD- TD- 2
3 RD+ + 3
6 RD- RD-6
1 ——1
Tt T

il
AL B FIERLFE 1
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3.2. 27l FL 25

%—I—

e

| *ﬂ% (ThiCk) .

H

J3 B 25 (Baseband Coax) :

K254 H,

« % (Thin) :

12925K.

s PR

H

H# 25 (Broadband Coax) :

FHHLILAC A
50Q, FIFHFf4, 14 EHMAL~2Gbpskif
WER. XN

FH

10Base-5, HEKE<500K, HIK5E
i10Base-2, HEKE<185XK, HIK5E

JLEC N

75Q, ATHEAGESHEN LR (CATV) , HREA]
iA800MHzll I, REAFDME AR, L= B,

E f§i F| Cable MODEMiX k[

2% B AL M 2% B YMANB) — TR B

SRS, WELZEH



Copper Insulating Braided Protective
core material outer plastic
\ conductor COVEring

.mm#

o i
T
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i 3.2.3 B4k

= PLC (power line communication ) , FHEAILRIERNE
g%;ﬁiﬁﬁﬁ%ﬁ, W I B AR B 75 5
s H20MH450FEAE, BALIBEHARIFENHTHIE
FICE M b, FEmE BT, AR
L BMPR. BHNATIEHMEEEEELE,
PERTEE
« HPEHEZ, AHEEFERE 4
o TEFHPTE IR RIS i, R D E R mE . &

{5 LA 50t PELAT 5 i A BHATUR MEAN S B8 RO PR HUAH UL, 155
FEALR SRR TP L AR ™ B o FL S 2 3R 3 B A I AR




19664F7 H, k. HE ¥ H maid 1 (K.C.Kao)
KT TR OEIRPNFRALERTRE ST , N

. W 1A HE T ISR Sy Fo i B bl S
3 2 4716 Q% B HRTREPE, DAL 2K /820004 RIS 5
[ ] [ ] -

« BAHESABENRAAREBAENRTE (Jacket) L, HH
4t (core) WITHE R TREEERNEE (cladding) #i1if#%, X
LG S RIEEA SR ASEIEH .

» ZERZWACTHIRERFE RS (sheath) F, HEFTERZE)

Z o Sheath Y Jacket

Core
(glass)

Cladding Jacket
(glass) (plastic) Core Cladding

o Air .
Air/silica Total internal

boundary B1 B2 Ps reflection.
N N /
A A AN NSNS

/ 0L1 az 0&3 /

Silica Light source

(a) (b)
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= DURETRS: JGIE. R Kl

EWMNETHFEET: LED (Rl M
ILD ((EARIBOE—RE) . PIABESHHE MR
T ZHEHIE “17F0 “07,

W B 't H AR B R B A ER I SR OLE SR

LS5 .

HETHIE:

= LA

%:
RIE, —RATIRRBE, FOARMEZSUL

z%§EMﬁ%(ﬁ%<o1dmuu@A?¢ﬁ§ﬂm
. L. BERRNSRRE, WIRNRE (BRTS<
0.05dB) , KIFEE#EBEHIME—H .



g AR

» BREOLL
» RAKISI ( Multimode step-index fiber )

the reflective walls of the fiber move the
light pulses to the receiver

« HZEAIGI (Multimode graded-index fiber)
acts to refract the light toward the center of
the fiber by variations in the density

» L4 (Single mode fiber)

« the light is guided down the center of an
extremely narrow core




Optical Fiber Transmission
2L Modes

e lnput pulse Output pulse

L
1_ 1%

{a) Step-index multimode

Input pulse Output pulse

\

(b Graded-index multimode

[nput pulse Output pulse

(c) Single mode
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i 3.2.5T 2 A%
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o (GHILE. FlSIMESE BT L 22638, R
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i Tl

= fE300MHzLL b, B MYRREICRERE T T—
INIR, ﬁﬁm%mr%w,@
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. —WiEmMANEERAL CRIFRSO e IiRfr (BRI
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JC T FRINDLES 7
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= FMEFA BRI RIE B FR 87 A FE B (Hamming Distance)

$ilir, 10001001 510110001 E4T1HIHEH R = A3,
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ANE RS AR BA BN EEE MR, i
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O] 1F A 5 LE A 8 2

EAMAME BRI, e A Sk, BE

s TR En=m+r, SHE2VNRHEE, HE RS Ay 2m

A5 RN LR Y 7

N N N2
MEERSCEED® MHER—OHU %1=00101010, X2= 11101010
_ |
#141X=10101010 X3=10001010, X4=10111010
X1 X5=10100010, X6=10101110
X8 2 X7=10101000, X8=10101011
X1b e
(n+1) 2m<=2", n=m+r{tA
" X4 2r>=n+1
b 21 IE 56 AR R R 3 T

PR RS, Fk
FH RS 2D N3 9RAS 22
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s BFRHAE19504F 38 HH — M 2wk 21 1 F LU R R R B dmbd .
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s SEEHEEI
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A ) 5T 2

| 1T I

Char. ASCII Check bits
H 1001000 OO0110010000
a 1100001 10111001001
m 1101101 11101010101
m 1101101 11101010101
i 1101001 O1101011001
N 1101110 O1101010110
Q 1100111 11111001111

Q100000 10011000000
C 1100011 11111000011
O 1101111 0101011111
d 1100100 1T1T111001 100
e 1100101 ¥ 00111000101

O rder of bit transmission

EBIF, m=7, r=4, n=11, BAM>=11+1, FREky HEoER R
R, Wi

3=1+2, 5=1+4 w¥Ahr: 1e (3, 5, 7, 9, 11) RS 7 1A A,
6=2+4, 7=1+2+4 2¢ (3,6, 7, 10, 11 B, T HARAR
_ _ AT 2,
9=1+8, 10=2+48 4 ¢ (5, 6, 7) w1y A,
11=1+2+8 8¢ (9, 10, 11) 1/2/407 &8s, )

AL 24
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IQEIPA UH L), BRI N100000 T, ik
K M5 9w, %‘%%510/\&%@ (210>1011) , 1%i%
1M HE 75 210000 M1 B fvr s an SR R i gmts, B
Bk H & — BRI, 1£iE1IMEdE R 71000
REG AL A — /N EAL IR 1001467, JLFEE2001 ELE.

 EZHCEGET RN MY, (BAERTEEDHEWH
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b
-
N
e
EHIE
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g A | ZERERTINGE J7 0 BT 2
XX X X X X X~ 1.3z 7 6] ARl pir KBS AL 59 R PR % o
X X X XX X.....X 2. AR K K TFLN, BELY) R EE—5

IR N2, T, B
KXXEX XX = KAT e (BRI EDRERIIOIER) o (1/2) L.

%715 FHTEICMPHR kA 36 H
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i LIRS (JETCARILCRC)

= CRC (Cyclic Redundancy Check)

s CRCYAE I —MEelE: 25 & — PmELRFrImi
Bk 3T, ELﬁ**EﬁrHﬁHE’J%ﬁU QN Sl
& 56 7 41)FCS, Frame Check Series) , JEA%

(m+r) P, ZIS T Rem NS e
PR . 20 FAA A i) 2 22 B 21 g it
WMETCRE, WA IR WG 74
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m+r{iz T %]

BEXTM (XD /G (X) =P (XD +R (XD /G (X)
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iz, INES5EESZRE, BF (X)) =R (X)
FLEEFET (XD G (X) %
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Frame 1191011011 2
r+115
Generator: 10011 LL

Message after appending 4 zerobits: 11010110000 #~rf570
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o FERSSH T BN TR T AR CEIS A2 100%)

s WRFKKENrel, ZHANZZEHS6 O MEIN A9 R, R
P R IR LR E X, B IS G 1A Jiel, 56 (X0
SEEMEIREERy (1/2) »1 Gall=R1-(1/2)1 )

Bl HEAM, 51661

femm 1101011111 AR ZIHAGX)=X4+X+1, %% 10011
ciffimi 1101011111001 0  B34%50N10, XHr=4, FrLUGHER—E 40
R 1101010101001 0 A4 5t 17— A5 R A REX)
IR R 101 E(X)= (X2+1) X, E(X)/G(X)ARE 54
10011 E(X)=G(X) X, E(X)/G(X) BEHe%
1011111 E(X)=G(X) (X2+1) X', E(X)/G(X) fedspr 32



o 1102 SR i

s CRC-12=X124-X11 X34+ X2+ X+1
s CRC-16= X6 +X15 +X2 +1
s CRC-CCITT= X6 +X1> +X>+1

s CRC-32=X32+X20+X23 +X22 +X16 +X12
+ X X0 X8 +X7 +X° +X* +X2+X+1
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i 4. 3T AL BE B PN

s 4.3.1—Fh I PRI )5 T Hri CAn
Unrestricted Simplex Protocol)

n 432055 (B E B B T E-25 i (Stop-and-
Wait Protocol)

n 4.3.3F M HEERF- P (Stop-and-
Wait Protocol for a Noisy Channel)
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o IR B T K 40 T BERIE R A I, USSR — R I ],
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n A AT DA A B B — SRV ERR A, T EAFRY R —
T ER 39 457 SRAX B I Z U T Y BT I A A,

48



S B A 25 7 K 22 FIACKn 3878
“9n-15miczeis), I
FE T B ns il

AR NP TSORA 376 45 B PR

|4—Timeout interval —>|

ﬂ{§@%§§§§\'§i§§&§w
KK SRS

o] [1] o o [2] [3] [4] [5] [&] [7] [¢]

R

Error Frames discarded by data link layer E‘EERE: E/]?'ﬂij]%? D ﬁ] 1\/}(%‘
Time o [F] 3B N AR R 348 356 B 8 iR

|<7Timeout interval —>|

CSERIRRRERBRRY

7’

ANttt e e oN
-/E (o] [] (5] [e] [7] o] 2]

Error Buffered by data link layer Packets 2-8 passed
to network layer

(b)
49



i n BN (go-back-n)

FEENR (Y T E R O+, REEHRRTZKRTL,
T E DR R SET 1.

A T RS 9L, Bl R BEENUY e 32 Al ind, — HLA
AU EE R, RAeEFF MU T i 22T (RO R B
ﬁ%g%ﬁfﬂﬁ>oﬁﬁﬁﬁﬁﬁﬁiﬁﬁ%&%%mmﬁﬁﬁ
5L T o

KL i TR IR IR B B — e TR

LB O RSP AR 20 (% B A S IR, 0
2 RO TR S M INAR.

L o T R L BRI R A B W
IR, AR OR I A TR . (B B B R L
AFRFEAR 58 R P 2.

50



FIR T TR ~F#E L 20=- 138 Bt 1 VR ¥

N—

« WP SHAEONS, P L s
5007, REHN i " pEmEH
fEi%t=8. e

s RIETTE SRS
i

LR SR N el
g N1 /T

= AR E K
, HALHTE H P

A HHEW

SN AFIAT
FOANEF, BEERENZ
H R nn-1. n-2%4%
iR H Zh 15 2 A

T
FEHTHE G IHHE ?

a0 R — AR VR 2]
&, NG, WG

BN, Rk A,
e IHEHE, AN

KIETT




W E KM (selective repeat)

GFE R, RIAMEWE DR RTE KT L.

A TR RS R, S AT A A PR I 2 e 1 L e ke ot
(AR ), WCm X B U 75 e fAL, - A I R 32 i A
s B B I IOE, AN 75 B ACH A B AT e 2R

P 1E RS 3 B Aol RN H R IS C W IR i R —
PSRN (R 5 EIA) , FFRCEMRR. KRIEm T EIE
I FH

FUE D RSP R 27 (B SaEm1/2) , &0 R
J T 1) B

KL BRSO g R ST AR AL, ORI i v — 4
AT X BCE AN e TS, e A B, AR e 2 A X
FRI TRl 45 EEL A o

52



533

X

R RT R I 2713 i ot ) S

i B

Station A
fWwindow size

(123

4507

(523

4d5n7

4

Send window

-..--
-‘--.1
-
--ru._-_i

o

Resend window

-
L]
--_.‘--“
el
= -~

Ntation B
fwindow size

5

)

(7234

in7s

i/

b
Ly
e
=
-
el

Receive (-4

Advance window

Frame i) is
duplicate

53



i Chapter 4 #4555 4% )2

s 4 IEIEEERS R W2 A 5 T RE

s 42740 5 4 1R

| —a

n 4. 3FAR BRI WY
s 4.495 5% 10 (slide

n 4.5]

—

H

= 4. O[H

=

17T B

Windows) T/

a7 I B HDLC | D i

ToEE

%8 1 E Wi -PPP

N T
TN

TERE 54



i 4,51 [\ A7 ) P HDLC

@@&?E%LE%&%J (High-Level Data Link
Control) & [ B vHEAL ZH 2R 1) 52 B 1 TR0 A7 HY

P BEHE = 0L
g z%?’ﬂlﬁizﬁﬁf FRIBE 5 R A T AT A T 1M

M), BB E AR 2 Mﬁ zﬁﬁ
D s M B WL
« HDLCH RAT— ML, BIMIHOSbAL, 7

nﬂvfl]D'th, Ve H Bk, EmRRm, e
P b o
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Bits

i HDLCH) i 4% =

8 =0 16 8

01111110 | Address | Control | Data Checksum 01111110

mitnEFF: 01111110, 1ENEGEME RIS, 1F
BB ASAEL IR, BIEALIN0 (%)

HhhbBr: A Wi RN H B, 7Em M %
AEHIE, A1) fRHE, 400yl bk
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T ] 7B
FRFRMIIRSE, PUTE BALIE, HiEDhEe:
S (I: Information) . HISRSCELE B MfEE, SHGEEFR

Wizl (S: Supervision) : Wi AEE(E B, BA BT
PITER,  FFREXT ISR AT A
T4 5mi (U: Unnumbered) : XT3 as g 347 B il .

Bits 1 3 1 3
It @[ o Seq P/F Next
Srl]ﬁ (b) 1 O Type P/F Next
Ui = 1 1 Type P/F Modifier

Seq: KB KIEFFHIg T, XHEEIRF, KABESTEMA S .
Next: FosRIEmiES R SS, R AESIEA % 5
Type: FnlaiEDiRe)ZEAs . Modifier: FINAIESIIRE.
P/F: FEdr-WiH/E il e LUKy, AR S AR Dy 28 1k EES
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Operation of higher layers
over LAN

Application data

TCP
header

1P
header

LI.C
header

MAC
header

Application layer

|
: TCP layver
|
|
: IP laver
|
|
I LLC layer
|
MAC
trailer MAC layer

LLC protocol data unit

TCP segment:

IP datagram

Y

MAC frame
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A 3

MAC MAC Destination Source :
Frame | Control | MAC Address | MAC Address LLC FDU CRC
e .
el s
_'__.__.-""F l\\
’d_l__..-"'-fr 1\-“-\._\
— "
H-.r__.ﬂ"* \"‘\..
1 octet 1 lor2 variable ™.
LI.C
PDU DSAP | SSAP |LLC Control Information
I - - ~ x-‘-h-‘ﬂh\_‘\-""‘-\.
: N - ~ -HH_H-‘-‘\--"I-\_
| ™. H_""“-.\___H
I S T
I e e H-‘-""'-\.,_\_
| S H""“--..h___
I ~ -, E-""-\-.._H_\_
LI.C
I/G DSAP value C/R SSAP value Address Fields

I:"f.'} = [[?di%‘idu&llf(-irilu]] LLC - Logica| Link Control

C/R = Command/Response PDU - Packet Data Unit
DSAP - Destination Service Access Point
SSAP - Source Service Access Point
SAP indicates the user
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C transmits frame addressed to A

A copies frame as it goes by

Figure 9.4 Frame Transmission on a Bus LAN
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F51279, WA BRI ENIZHATIHTE.

2) Wig (frame bursting) , BRAFRETELZAWE

FRLEG: ERARLS LA EH R
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i DA

= 5.3.1 &
= 5.3.2 PR
= 5.3.3 TIELARI
= 5.3.4 J3JE LUK
= 5.3.5 LURMMifs =

YYNE
YYNE

|/u1 /F

L/\ L/\
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i M

s JIJRCARW TAE#E R N10Gbps, XM RIFRHEN
802.3ae

 EHIT R

= ARCARM LN R R 2 ERAEE, SRFRKENEE
o fEHIFE R

= MA300mZ|40km, 7] LLFRHEMANFIWAN
» AXFENTEG

v
» BEEHEPLKM: 40Gbps. 100Gbps.
400Gbps. .....
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i DA

s 5.3.1 L DL
m 5.3.2 P LUK X
» 5.3.3 TJRLLK
s 5.3.4 J7JRLLR
n 5.3.5 DLRMIRS 2

|/u1 /

u\ L/\
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i MACTHi % =X

= FTAA REL LUK B 8 R KT MACTURS 32

757 177 67T 67T 27 46-1500F . AT
PA SFD DA SA LEN LLC PDU Pad FCS
BE 5 X A
) 64-1518 - .

PA: oS3 - 10101010/7%1, A TERWTT 5 KiE T [P
SFD: Mmi#dds & S5 -- 10101011
DA: HMEIMACH:EHE; SA: JEMACHEHE
LEN: FiEKE (EPEHo2r=71%0 (0-1500B)
KF-1500h5 1R & 2 Fr (0X0800, FZ{# FHIP)
LLC PDU+pad — LLCHMYE#E e inta 78, /0467715, s 21500711
Pad: HEAFE, RIEMKADT64FT(0~46FT, HHIRH246F71, NIFEPad)

FCS: Wik /¥%] (CRC-32) 52



i MACHH 1

00:05:9A:2C:7B:00
24 bits 24 bits

/Cisco Systems, Inc.

COCCCCLg COCCoCoC CoCCCCCC PR NN, RO R R R R FA RO

IEEE adrninistered company ID Manufacturer selected extenszion ID

| MACHBRI24 KA HIEEEG— AR |
‘ 1. MAC3:iht bk, H
U/L: £FR(0)ER/RAEHEHE(L) %Eﬁ%gggﬁg—

1/G: HfB(0)ERAIE(1) il
T MIMBOZMGEL, U/L | | Mg MG

MI/GHURF#R B E N0 AR AE - bt




o £

Significant Byte Significant Byte

Lig

Le}st M%St

Significant Bit Significant Bit

= 3% (Multicast) : MACHHHIBEE XM WE N0, F
RERYSER R, RN, NFRRHERNE. R HHHE,
FECLRMIA, 8L — B RS IMA T XM AR Z 6

W, XPEHEKIEFT NERAHE

= J #%& (Broadcast ) : £1KMACHLHE
(FF:FF:FF:FF:FF:FF) %t fx AT #&Hht . anREFEWiR B /Y
bt g fEHhE, AR PIRM N TR B =N ER < B0
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i Chapter 5 LAN & MAC Sub layer

s 5. 1 FESLANRIZEA &
n 5.2 VT RITRN

n 5.3 PRI EFIMACHRY

a 5.4 JCZRLAN

= 5.5 M

s 5.6 HFJHEM
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oy FAA R

» LZFIHMWLAN (Wireless Local Area

Network)

» TLHEFEERETAERNMRAANFER S NEE, &
MBTEXT NE— MR E (L), WLANﬁ/r“;e
B R R{EIE RER R

= WLAN#R#E

= 802.11Z%#57: IEEES02.11 T /EH%|E
= Hiper LANZRFI#5# : ETSIFIBRAN/NA I E

T

RN H 2T 802.11 R AR I FH MW
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>,

FI Wﬂ) Wi-Fi CERTIFIED™ makes it Wi-Fi.

.
Y anc®

i Wi-

= Wi-Fi

%8 (Wi-Fi Alliance) HyEMER,

FiR AR 3 T802.11 R 5 MM L L /M EA
= PL7E s SRR WLAN S #5018 & 1 B 2R

= Wi-Filk#
« TSRS

%M

ROL ) — AN ERRERIER A AR, 5

FHNRFINIEFH A IEEE 802.11 R 5 Hhil [ 4%,
F ELF 38 MR AGE ) 8 4T _EWi-Fil kbR &

F
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i X 28 26

s TCZRYE SSTA (wireless STAtion)
» AOE 2 FF802. 11 i BT 2R N F B 2K i

= STAFEITMACENFIRILER

HAFIWLAN{UY HHSTAZ R »

— N ELEE, R
ENZ EE#ZEE

s L2k AP (wireless Access Point) ,
F g FR AR EBS (Base Station)

« BOREEREULE

= APNSTAZ [d] E‘Jﬁ’r“ A FE K IR
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Host A Host B

i | -, == i g

Y

Network Pkt Pkt
Bridge 1
LLC Pkt Pkt ﬁ Pkt
Y
MAC 802.11Q8 Pkt 802.11 Pkt 802.3! Pkt 802.3 B Pkt
A

Y
Physical 802.11' Pkt 802-11| Pkt ||| 802.3 Pkt 802.3 J Pkt
75( A LT TT ////* —H_
//////////VSOQ.Hj Pkt % N 802.3' Pt

f. 7T TP T 777 A (f
Wireless LAN Ethernet

ETLLFEBMNF, AP—KERE802.3F1802.118: 1, SLIMNHFIIfE, BIE

1) ARIWAEAFESR: HTWRRANAR, FEEFAN, RERFEEFK
gﬁ@%ﬂﬁﬁ%ﬁ%ﬁﬁﬂ 780211 R, FIHTHEAZMXAFMRAL
!l )




o 2% 4 11

= Ad HocM%%, HFRyHEHRML

= NHSTAZ FEE EL L4 R
HHIM %%, XEESTATER LT
ZfEsEEEEA, FEZERE
% HAREME

n SIS E P 4%

« TEEMEENLEF, STAZEAR
RREEEE, frAREEE UM
23T AP

= HNMAPHEE T —/IMELH
(SSID) , STAVZRECEFAP
AH B BT 4% 424

[DS (Distributed System): iR E%, B LIE }
— AR, —NEENLBE N TLEME

BB Y 2%



Jo 2k R By

-ﬁt

. %?jé% (deployment) : AEE#ITEIRAA

R g (roamu;g) i EELESBETEE
SR (scalablliy) + BRI R KA

o ( lability) ya M = R R AL
R R I N

=

zfr)<1+ SE

. FERIE BN R i Sl
. BB TR \\

s B4 o700 (&




R DIRE

1999+E1EEE X 1
802.11a, T {/EfE5GHz
FISMBE, SXRBRKE
R HN54M, ENZ30K,
FH41100K

802.11 history

20034EIEEER fi

802.11g, T{EfE ?ﬁ;&:ﬁ? f::f "
2.4G|-|zﬁf31$|~f|5ﬁ£§, I,f/g,l‘{Es(.-;HzBﬁ’
SH 110K :

1997 FIEEER fi &5 —
8021145, T1E ;ggfﬁgﬁ%ﬁ@

2009IEEE X 77i802.11n,
TAE7£2.4GHz/5GHz[¥

7£2.4GHz ISM#Fi L,
XRFEZENIMEE
2M, ENL25K, F
GANAV AV S

2.4GHz¥JISM#RE:, %
FRAEREANLIM, EN
#135%, ZTAM41110%K

ISMATB:, R KERAN
150M, EHNZA70K, =4
#1250k

Diﬁsﬁz MRRFE RV, —BA “802.117KFR “802.11 R FIHHL” 7




i K R G5

X FIEEE8025 % FH 7Y
LLC: Logical Link Control MAC: Medium Access Control
L= .
LLC IEEE 802?5““9?751,
; F+ BT A B 2
BEERE = F------- L ANBRAE 4 50575
MAC
nEE WEL
OSI&EAEM |IEEE 80251 H!

(> 802 ARSI B A HANMACTE, RRKEyEE

> T 11802, 11 2 5 BN Ff i 5 45 2 DAL R AR (9802 L1 ML g 3L Rl
Fi, 802.11b/a/g/nsLfr EAA R —ANMMILFI ML, BT &H]
k802.11’9)\«‘»‘(El‘ﬂl%ﬂ%ﬂiﬁ'5‘% ) 63
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b1l5z)

i {5iH

« 802.11TEEH/INISM

P EEBUIEBD
B[12.4GHZH R F1I5GHz

= X71802.11

b 12.4G

B N14NMSIE,

SNEEEE

79N

22MHz
= £802.11+,

S~ A B

# AP LA,
AT EE

g [REMINER) BKM |\ HEAMBE
(MHz) (MHz) (MH2)
1 2412 2412 2412
2 2417 2417 2417
3 2422 2422 2422
4 2427 24271 24271
5 2432 2432 2432
6 2437 2437 2437
7 2442 2442 2442
8 2447 2447 2447
9 2452 2452 2452
10 2457 2457 2457
11 2462 2462 2462
12 X 2467 2467
13 X 2472 2472
14 X X 2484
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i ERCEALY

. %t TAd Hoci%s, TR FIAE HISTAZS TARLE F—AMS1E
gggm&ﬁm&z STA AT H: £ BRI AP T/ ZE F— A~
3 4 I i B
i 26 [ [K 50588 % Ad HocP 44 5% % A-AP,
R CURALTES IV N:

)

7 17 4 1] ] 7
QAR $% 1l 22 AN STAX [F] —AMF 18 (177 [A] 2
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Channel number

Top of channel

Center frequency

Bottom of channel

2430 2440 2450 2460 2480 MHz

2420

2400
“ ISM Band >

N T BEEERTN, F—XEBEAKAD HocMBERAPH TAEFEANRES, J O H R
WP N25MHz, FIKFE—XE&S R A3 TAEEARIEIERAI HocMZBRAP

1/M518 « B/ MEIE 522 MHz, FHREINEEESTANEAESHEE(L, 6, 11}
1M518 « BMEE S H22MHz, WRIGAHINERNEAESFENFEESLES {1, 6, 11}, {2, 7,
12}, {3, 8, 13}, {4, 9, 14}, HEXKAgEH—MsBES
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i MAC 1 Z

ToiE

R UER R —FERY, BRATIHRES

(BT ESH AT EM, 802 11ZELLCFEMARIA
BRR%E. LLCTFENTFRAET802.112% A
EHoCEMAC T ER TS D

« MACTFETh#E

» LEASTE RIS A 321
« B RS EE
= Sk
« 5]
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i 7 1) 328 1| — R IR

= MACTFEIIRE

= BT AL ERNRLEERER
gﬁ%ﬁnméﬁ 5B, RE T —MZH#

= [SIERERRE IR A — A EHE (time
slot) , HihRFEHIR e /01 BN
2yl HEE A R

= SRFH 7 SR G R o T 25 B U7 [T AL
(CSMA/CA)
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i T Ia) 23 | —CSMA/CA

= Why CSMA/CA?

s PUR ISR B2 P 508k o0 1 B35 A I 25 B U7 ) L i)
(CSMA/CD)

[ CSMA/CD VS. CSMA/CA ]

C transmits frame addressed to A

F&: EfAEIEREYE T VAR X BTFBEGEAR
RT3 1) AT B EEEL5--) A CSRIK
2) CIFEMIrER--) C CDRK



+

7 I 47

» 802.11FMACE X T PP #ERER TSRS

L

43!

DX L EAFE I V5
« A RETIRE (DCF, Contention)

« TARFTH 0

sl

~BlL, TR REFU H{EIE

- 5O ) LR S B B
« HPEThEE (PCF, Contention-Free)
= 1 F APERE 5 R 12 1 Fr B 1815

« Al HIERAE
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o ViR

» AR TETIEEDCF (Distributed
Coordination Function)

= T SR A I T 2 B U7 M LI CSMA / CA
(CSMA with Collision Avoidance)

= MRELCATTARMPRENCD, ELRIARTERXEIGK
APPSR, FHAR R 2
=« PIFICSMA/CAEAE
= ZEACSMA/CA: RHAYBEGEEMIT HE , ZERERFE
R 052 A
= P FECSMA/CA: XHETRTS/CTSHIEREEMIT T,
ZERERTER, FTUBEFERE

—

CSMA/CA, CSMA with Collision Avoidance, ZXE5UT £ 85 Bl &

/1



i FEACSMA/CA (1)
o BEIEE I F v R R RN TR

-ﬁ&ﬁ% v RTERIEMZ BT B2 S ER T
, WRAE, NHEA PSR R B, m%éﬁﬁﬁ

ﬁ,%%ﬂﬁﬁ B R IEFEE R

TR BT RIS E 2R
o PRBR: W RIERIAMZ BT E e F

i, NIFEIR R
At ] 16

fZIFS (InterFrame Spacing) , 3
I} 6] P9 15 8 22 A

i HA R EIFS

« AT BiEZ A SRS RFIFSE [R5 R R RIS B 2R,
SUKRMRM, FIANT —AFEHLR BRI REFE R

A  (backoff time)
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i £ ACSMA/CA (2)

= [FIEIRET N

IFS
Begin transmit
frame :
P 1]
R LEESCE
IFS | slot

) | time
Busy Medium Begin transmit
frame

A 1 o



i FEACSMA/CA (3)

= ifE][E])RE (IFS) 1

] T R IR BT S

T [R]

« ANEIZRBKMEBFARFERIFS, #E T W RIEREE
IFSHE €O MR e Btk =

= =MIFS

= SIFS: ShortIFS, HmELtdk, FTCTS. ACKSEFEHIm
= PIFS: PCFIFS, Z&TSIFS+1, T4t %, FTPCFE/EMEIT KM
= DIFS: DCFIFS, & TSIFS+2, Bk, FTFDCFEEENTH

B

— T

MR HEF
I8 KFDIFS
4 mﬂﬁﬁ?ﬁjﬂ

DIFS

—— DIES
&
o | PIFS

L1 A A ]
e -
% SIFS Backoff Mext frame
M PP o A}

1 E
1 e
. |
8]



i FACSMA/CA (4)

o Ul AT BE LI 38 55 SR A e 1B 2 v ]
g MO§UE§F?§'DCW2I@%E@M@%—A{E JUIBES
BT 5] A e R B A

s BSEIOCW (Contention Window ) XH
5PRMRPR BB R E R E
« CWHIEEHR— 5/ MECWmIn
s BRIFZETFNRRIE BRI R A 1 IR CWHIN {5 18 K,
B2 3AH K ECWmax
= FIERA2%-1, F—IkAN2k+1-1,
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e AR RIN

*

BB & i2ACKI

» BT IEREROR B KA T7 IR MUS K IEACKITHEITH A
= ACKMAFEEHATRENIR BRI, TREZESR—SIFSK

5] J5 B R 3%
n RIETT AW ACKIIT

s RIBETPATIEECEBE Y, BCWHRMENE, FHHR¥EA T
%%im, NG BAEZE M, JH:HT%EE&(@FHCSMA/CAmﬁu

. CWMCWmm?ﬂl“ FIREAEBCWINGG, BEIRE

CWmax

. EEHBRELA R TTRER, R RO RS
R of NS

@

o)

K& I RENL BB A v BB BT 7], iR MOBICW [R]%EFE
—ANBENLEr, BB R DAL AF OB R . T CWHIHE 2 R F K = Fe 8L
BEEE, MCWminFFeh, SREALEINMGE, EFFIEACWmax

77



i CSMA/CA+ACK
s RIEJ5FEDIFSH 8] NI RS 15 2 I BB K IEBFE W,

ot ik RE

T G

APATIB BRI
| | : : P
o DIFS o : %z.%ﬁ#%ummwr%
i % : Iﬁﬁﬁ%ﬁ‘iﬁﬂ?@
; L | P ——_— N
i : 1
5 i L sFs, )
i : |
z : :
E : DIFS
< B , !

(DIFS+£ & 875 IR I ) | 78



i S5 B St P R 5 R ol ]

B gER s A ] R (hidde;‘st;;ion problem) : B, BRCKIiERF, HTD
W ABR DO RIEHIE, &RCERRK

ZRY A (exposed station problem) : B, BEAKIZER, CIf
FEEIRANEARADRELRIE, Lhr LA AT DR IR

A1 CSMA / CANLHITE B AR U B ot 15 A 5 3 1 D 79




N

i 4 FE CSMA/CA— J5i 7

= AR, (B4 k2%10802.117 L E:, ESERE
« EFRTS/CTSHI BHME BT

s RIZFH KIEZERTSM, ﬁqj‘@é\ T —ANRREERT A, ZERERARE
gﬁ%%&zﬁﬁ? WERIETE], B3 RIEEHE R ACKN B R &
D
= IRBIRTSHM SIRIEH P RFEN T NE S EH—NEMGEE, FAZE
BIF, AMNZSECRE (NAV: Network Allocation Vector) RER,
TENAVET R Y, &0k A S22 R IE M
« R MCTSM A& —ANFERTE, ZEMAMELH R, PME
UE R IET7 B89 5 IR i 32 #1
= WRBICTSHIu; S RIER H RRFERN B AE CEH— MNEREE, FEZE

BIE, AM4L45ENE (NAV: Network Allocation Vector) RER,
FENAVHE R, %05 mAS 2R R IEM

= NAVEH: REHRTS/CTSH KRR B ME K T A4 AT 2 FINAV
i, iZNAV A <4 6 357
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N

J R CSMA/CA—iZ %

1. RIEFG RIE B —FE R IXERTSPL
2. BT SIFSH A] J5 B3 KX CTSM
3. NAVIB NO)E, H'Euh At asfE 2 A KICSMA / CAHLH & 15 HHE i

% E: DIFS 3'
% : RTS HATEA
! i [ >
! 1 i
] I i
ﬁ SIFS | SIFS qus'Fs:
I : !
¥ | | |
\ | i
1 |
: | !
1 | 1
= | NAVRTS)
ft : _ NAV(CTS) |
ik .

SEIR i8] ;-
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* " FE CSMA/CA— K T K& ok o5

>AWTRTS

>fRIFCTS
> ENAV il

>R ENAV

M BIRTS--) KiEHMHHE
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i Chapter 5 LAN & MAC Sub layer

s 5. 1 FESLANRIZEA &
n 5.2 VT RITRN

n 5.3 PRI EFIMACHRY

s 5.4 JCZRLAN

x 5.5 P

s 5.6 HFJHEM
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i 5.5 M#f

s IS K IE i%mﬁﬂﬁﬁﬁxe&%, TAE
?fézk&fl%%\_ﬁg/

-%kaHZWMﬁ%® LB R AT e
T U

- aaﬁn%uﬁmmmm@ ,../
I, HANHERR 2 i
0 thf\%il_ iy i

\

With A Bridge



[T

i AT B A TR 3

Host A Host B
T T Nl A
Y
Network Pkt Pkt
Bridge i
Y
LLC Pkt Pkt j I Pkt
y
MAC 802.11Q Pkt 802.11j Pkt 802.3! Pkt 802.3 g Pkt
i
L
Physical 802.11' Pkt 802-11| Pkt ||| 802.3 g Pkt 802.3 [ Pkt

Wireless LAN Ethernet

ol
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i 802.3

R T 171

S ) iR

Frame | Dur- | Address | Address | Address 3 Address D)) Check-
802.11 | control | ation 1 2 3 €9 4 ita sum
802.16 |0 E Type (I:EK Length Connection ID HgaRdc?r Dz:ta Cglfrc;lk-
o (EEFEAFIZER) R By, AT R S A7 AE DA T 2 o j

(LA802. 3F1802. 114K

AR H IR 2
o BT WU ARAE, BEEGAN, FEER A
802. LIWURIHFFALIT 1)) , I 7R BEE Hi A AR TR AL

o AFRFEIEER (802,11 HEK)
o HTEAE, PR 5B G X A7 AR AN B ALt



‘.L MY R AFAE ) ) @ (&

I EN LRI

= W T802FRHEA B AR ML Fr (I THEE

i HF 5
o AR ]

= 802.110] LASCHENE, DIKMIASSIRF
s MRS5S o = ]

)

RIS T R K

« 802.11KHIPCFAI LA #FQ0S, 802.3 /3 FF-
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i Ry RINE szt

= W]

= YRS

AR

I#r (transparent bridge)

EFEMHF (source routing bridge)

88



iﬂ@@% M #r (transparent bridge)

s SRIMFIESL R HIAI, KA AL B SRR A B
ﬁ%ﬁﬂﬁ

. @ﬁ%?/zﬁ (backward learning);=4 H gkt
%&%

o U0 SR EE i YR kA0 H bk B T [ —SLAN,
] 2% 5%

o PRI B B HREAE AR IR R AR A BT,

W,#ﬂﬁkﬁ%ﬁ B A B e e 1 LA BT
e 1 3% o

s IR B 3k 2R H R
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Transparent bridges with address tables

Portl | Port2
Al | c1
A; B; A2 | c2
23 23 A3 | c3
Ad
A4 | B4

—

Address tables which
assign MAC addresses
with ports




AR

= NS
Mr
= SRR

LAN 2

LAN 1

BT

Frame copied

17 (parallel) i BRI 1] @1

SRR, TRBIE TIPS A
SRRy A s o
3@73‘/2757!? : _—4}7&1%7@/2

)%, FEH 2E

Frame copied

by B1\ / by B2
F | F o
éb/ Bridge \(L§>
| T T

Y
F

)

)

™~ |nitial frame



if;;jjzjrxj (spanning tree) M

AL PO 2 A AR ELEAS, 25 95— S0 23 Al o] i 1Y U AR B
B, MIE AR AT o B LAN R A bt 25 B SE B ) 9 41
25K o BRIRAT E I LANZZ 8] R A ME— ) — 25 B8 A2
s EHARRAMIM RS (ME—) , PSS N
SR o 2 b (TR . 4 45 KR o B 4 50 L
RAIE AR . WRIVE—ETAE, B3k AR aitm)
AR I B A A

(OLEL@), e

4 LAN
Lan oy By (P

crige e (518 }—{ 7]

is part of the ~
spanning tree H

5 r@j 6 7 e
Bridge r?cr:i‘::I g:r:zafﬂt:'lse
£ pY < IZIIEI spanning tree
8 9
(a)

(b)




i Chapter 5 LAN & MAC Sub layer

» 5. 1 FRAELANRFIEERNES
n 5.2 Z U5 A BN

» 5.3 PIKMIFIMACHRY

s 5.4 FCLRLAN

= 5.5 M#HF

n 5.6 XM
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5.6 A& # 2 ey 35 A

n LA Ry 2k 9 ] et
= flEEE AR (S E R RCE

H e

. ZZ;EIHZIK/:I\:%/\PE‘E}ET\E'FHJL;/IE%, /I\EE*)_LEIQ%
T AN Be PR IE

- x%ﬁ%iﬁm Sk [
= KRR NS, ﬁc%ﬁ%m@%ﬁjjﬂ

- ﬁc%ﬁ%m_ﬁ"ﬁ té&i’%&%’%}% %%ﬁﬁaﬁiﬁ




i DYNGEE SN

s ACHHL (switch) Y5 E T 223 O A
(bridge) , RHIAFM-55 & 75 A 5w 1 2 8]
BEAT HH ol 7 A2

n AT IAUAS IR B IE B i Sk

o FRYE FAE WK B bR e B s

o WU HBEAY FR R R IZ BT, AN W AT
A (BRPEo 1) BBk

w HihiE Ay R 2 A T YR Sk 5 3 I s 1
IV 5 28 33 3T 1Y)
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T

= T F] j—

Switch leamns that 'F' is
reachable through port 5

Q

U'l_ll.‘%il;l-i._‘.;
world

router
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K B |

[ E.F,G,H,Q

LLK,LMNOFP

Outside
world

router

(Q: How do we prevent loops?
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WML IER 2

| Network backbone connection

= Main
L server
De.sktop __________ | { __________ ‘ ‘ Desktop
switch  |[Feseeese== | H """"" | ‘ switch
— | =il
1] | 3] = [ 3] 3]
= A= L5 |
Workgroup T Workgroup R
nodes nodes
Local Local L T Loaa
printer printer S




i /J\ é:;

HE ek =

Y3 =

1

MAC

= 1258 R Y2

» DIKM/802.3

XN A

o FEREA, RN
SN S RS IRES

= ZAEE B

CSMA/CD,CSMA/CA

= WiFi/802.11
35k X EL IR - PR A S AL
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s AN B A B S 2 B0 P R R ) R 3

DL M FIWIFi . $fnﬁrm%¢m

L, EREPELUOKIN .. WIFIR AR, 2
M L) AR R

ﬁ.
u %ﬂﬁ}i) 3’ 10, 12’ 17’ 18’ 27
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i Chapter 6 Network layer

= 6.1/%4% = M A& da J= Se R A Al 55
6.2 FLE 5 E TR

= 6.3 H A

= 6.4 ZE 4

» 6.5/ %% 0%




i Chapter 6 Network layer

n 6.1 2% 2 [m) 4% 4an = TR A1 1 iR 55
s 6.2/8 5K
n 6.38% HE I
s 6.44H ZE 15 ]
s 6.5 %% 0 i%




6.1 4% )= [nl 0 )= e L I R 55

1. fHEE I R /Hig W 2 8| i) B BX BB E 2B SR S — Ryt 4wk,
MMACHuIE 2 HFittE, SMEFXX, T ERXREEHA.
2. _REXBHARET 1B, MEARERARZRART BX &
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6.3 H1 & 7= (routing algorithm)
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6.3.1Dijkstra s 8 P 1% %R H

R B SR R SR AR
o (EEXN THERIERE R ES |, BRI BT 1]
FHEE NS ZAHRRABUE . AT R A 5k R
H A R E g B AUE < A1, FrbL, XM
AN R TR A HH O H A AT Re B AT R B /)
AT B SF AT
= Routing metrics /& &(weight, cost)
= Number of hops

= Load
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B . C
B Delay A Z I:D
« Bandwidth 3 .

G H
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H(c0,-) G(5,E) H(9,G) G(5,E)

C(9,B) B(2,A) “ C(9,B) B(2,A) C(9,B)
Conil P |
D(10,H) D(10,H) D(10,H)
7H(8,F) G(5,E) H(8,F) G(5,E) H(8,F)

BHIEM N A-B-E-F-H-D, #UHE 10
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B(2,A) C(o0,-) N B(2,A) C(9,B)

D(oo (oo
G(6 A) H(co,-) G(6,A) H(c0,-)

o —————

1

p) 2,A 4,B 9,B

3 5,E 4,8 6,E

4 5,E 8,F

5 9,B 6,E 8,F

6 8,F 10,H

7 9,8 10,H

8 10,H
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6.3.28F = <= ( Distance

i Vector ) & & -

s BEREBBES (distance vector routing, DVR) Hyk
Je DT BN I 2% P A i e 3 FH I sh A B Ik BV R 22—

s Internetf]—FH
Protocol) f#H T
AP B, AL
Protocol) ¥ H

s BRI ROE I

EEM LR RIP (Route Information

PEE S B Ik EE; Ciscot RBI R —
YEIGRP (Interior Gateway Routing

R B Ok i

Hi B B A AR S Y R A R R, X B

M%Q%%@ HINEA :
. AR H I ——

-K%ﬁﬁﬁﬁ%ﬂm%ﬁ%——ﬁ%
s BT ORI B AH QBT SR E S T B R R
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Router

Bellman-Ford &%

X By 1 A 5 A
d,(y)=min, {C(x,v)+d,(y)}

FldEt, x=J, v=A,I,H,K

da(y), di(y), dy(y), dK(Y)NiVI:}fo‘iIEQritT

To A | H K t Line
Al D 24 20 21 8 | A
B|12 36 31 28 20 A
C |25 18 19 36 28| |
D | 40 27 8 24 20 H
E |14 7 30 22 17 | |
F |23 20 19 40 30| |
G| 18 31 (& 31 18 | H
H|17 20 0 19 12 | H
| | 21 0 14 22 10 |
J| 9 11 7 10 0| -
K| 24 22 22 0 6 | K
L | 29 33 9 9 15 | K
JA JI JH JK —
delay delay delay delay New
IS s IS IS routing
& 10 12 G table
' g for J

y
Vectors received from
J's four neighbors

(b)

P 1 IR e g EE SRR A A



AFAE 9] i

s -3 (routing loops)
« [2USL (slow convergence)
s L5 1HE (count to infinity):
o BN BB N RGE, EXTIAE B E VIR .

&

8

8

8

B C D E A B C D E

® *® * ® ® *® * ® ®

oo oo co oo [nitially 1 2 3 4 |Initially

1 oo oo co After 1 exchange 3 2 3 4 After 1 exchange

1 2 oo oo After 2 exchanges 3 4 3 4 After 2 exchanges

1 2 3 oo After 3 exchanges 5 4 5 4 After 3 exchanges

1 2 3 4 After 4 exchanges 5 6 5 6 After 4 exchanges

7 6 7 6 After 5 exchanges

(a) 7 8 7 8 After 6 exchanges
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s KOFrE] (split horizon) SRR T 55 15 M

B — TV
o R TAEAE S B R ER—

o NFEIZARET: R RCHEA T BRAKIE 74,

NI 5 BA S B Bl CH AR IE 4
S5 11 g% E 2 1) R0 S R [] — A iz SR S 5
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o HRE)TE DL
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6.3.35EIRZ ( Link State )

iﬁ% =88

0 %LE%’U(?KE% /23:19795 LJEJ”TEARPAnetL,
VE— TﬁﬁRﬁDVRE’JZﬁJi‘% R, 15
T TV IR

. %i/jé
o FEIIRANEET A RPRS
n S IR RE AT A IR A S BAL 1L LS T T 5
o AN EEG CH NS HIME R, REIHERIEA

T ) B R R AR

n ZT AR ER SRS (shortest path first),

I WRSPFE vk
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i Distance Vector vs. Link State

. DV
o 15 AR 25 VTR 0747 15 25 0 1
o TSRO AT Rt 5 LR ) RS 1
e
. TR

. LS
o AR 15 VRS 15 A R A L
o AT R AR RN
o HRABILHR NG SR
. ATYRILEF, T4
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R H Chierarchical routing)

B R TR /NS M B T, SN IEAR KR, BEHER
HARK, SHMEZHINAF W BEHR A E .
K JZ A 6 H gk DA _E ]

s CRERIZE Oy X, DX IR R AR R A ST X I e A, H b
AEAR DA B 7r H AR R 2 fa e 1 Xl as ARl as ) RAbH.

= HEHE B RIS H R IR AT, I A DY 0 7 A i ) 6 PR SR TR D

s XF TR, af Loyl JRIREEH, BRI T i 4 A B [H]
AT A 2

R A 128 58 1Y) 5t E PT RE A e B
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JZ= UK i

AN

Region 1 Region 2
7B /2R 2B
/ X ' \

Ay Ny

\ 4

16/ “2C [2D

l,” A N /. aA \53:\ 5B 5‘Cl

—eo—

A 1\ 4B 4C :
\ 3B o % y R 5D
\‘~.._____,.// \\‘__’// \\._.___5E’,’/
Region3 Region4  Region5

Full table for 1A

Dest.
1A
1B
1C
2A
2B
2C
2D
3A
3B
4A
4B
4C
5A
5B
5C
5D
5E

Line

Hops

1B

1C

1B

1B

1B

1B

1C

1C

1C

1C

1C

1C

1C

1B

1C

1C

oo |~A|AR|RA|IOINIWOWIA|IWIWIN|—|—

Hierarchical table for 1A

Dest.
1A
1B
1C

2

3
4
L&

Line

Hops

1B

1C

1B

1C

1C

1C

AW INDIN|(——




IGP vs. EGP

P

SNe—— -

—

- —_
~ —
\\‘__ — —_

IGP: Interior Gateway Protocols

EGP: Exterior Gateway Protocols

AS: Autonomous System

————
- -~

SNe—— -
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5451

s 11 AHLLL25MB/s (200Mbps) & 7= 4 %
P&, [N RIEIMBI%dE (BILLI25MBY/s
R RIE T40ms) o 17 Y 2% ) s A A i o
RAHIE2MBYs, AT R REEEER, 4

FEHIR=2MB/s, [K 1t 1MB ) E 4% F
500ms.
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S aLE S

= &JtE: Token Bucket
= WP RENRSHE, SRTYSE—
= RESMTHQEN S femiuE
= RTFRKME P tokens/sec
[ N
SIREKE ()

C: 2HEMAEE (1)
M: BREIHER (ZH/F)

p: SHETEER (FHAE)
\C+pS =MS S=C/(M-p) /

Bucket holds

up to
C tokens

|| —> Token
wait area

Arriving packets




i 24471

= W IR KEASH,

T

15 =B bytes,

A=A TR ONR bytes/s, TR KA

5 1# %M bytes/s.

s BERTHIH, B=250KB, M=25MB/s,
R=2MB/s, i 1MBE#E, |78 KB} [a] 227
PL2MB/sH) R IERT 8] 2 7 2

m B+ RS=MS

S=B/ (M-R) =11ms

= (1-0.011%25) /2= KILA2MB/sKi%

362.5ms
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(a)

(b)

(c)

(d)

(e)

4

25 MB/sec for 40 msec
Time (msec) — 500
2 MB/sec for 500 msec,
Time (msec) —= 500
e No e e
—> MB/sec for 364 msec
Time (mseg) — 500
— 25 MB/sec for 22 msec B=500kB |
= MBisens for 258 mser
"""""" 500
B=750kB
500
10 MB/sec for 62 msec B=500kBé\ﬁ$*%jJn
\/
2 MB/sec for 190 msec == 1OMB/S/}%*%
lllllllllllllllllllllllllll 560

Time (msec) —=
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i WA A FTEEE? R

n B TR R EANR ( 100m or 185m or
500m or 2.5km)

= HPYELR

: JER AR
= AE: [H—

BT A FEHL3EE (10 or 100 Mbps )

SALAN H3%
z I_Jg/ DIURMIZZ M. [ abish, % ARBdEm, 56 2 &K

= HEO PEAEA R ] SRR, IR R,
S R 2 1) L

= AR

P s HRI, Fx o, B JRER
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Repeater/Hub
Bridge/Switch
Router/L3 Switch
Gateway

Node A

Application

Presentation

Session

Transport

Network

Data Link

Physical

Node B
Gateway Application
Presentation
Session
Transport
Router Network
Bridge Data Link
Repeater Physical
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s NZIERREH
= repeater or hub: 743 2% A Hh & 1] LL4F
i, DIAMEAS 5 B =
= bridge or switch: 7EAN[FEFLAN[RI G5 K
it, DA SRR ELHATHE RS 2 1 P
= router: FEAN[E PN ZE R AE S RO H,

TR AT WA 45,

EURE T

= Gateway: {5X 5 E MO ATH i UL EE

e de
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:ﬁegmented Baseband with Repeaters

Segment

L_| g
@ Repeater 3




J_ Bridge Operation

LAN A

Station 1 Station 2 Station 10
A bridge is a simple device which simply recognizes the
MAC addresses on two LANSs and retransmits packets
from one LAN destined for devices on the other. The
LANSs usually need to have the same MAC format.
LANB

Station 11 Station 12 Station 20

Frames with
dddresses 11 through
20 are accepled and
repeated on LAN B

LK

Frames with

dddresses 1 through
1 are accepled and
repeated on LAN A
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Capacity with Switched Hub

Total capacity
N X 10 Mbps

10 Mbps 10 Mbps

___________________________

10 Mbps 10 Mbps

A B C D

===




i Routers

= Operate at the Network Layer

= Selectively forwards packets

= Error Frames will not be forwarded
= Collision domains are isolated

= Broadcast domains are isolated

= Protocols can be Filtered

s Has an effect on MAC Addresses but no effect
on Network Addresses
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Stn.

| | ROUTER
MAC R1 MAC R2

| NET N1

—

R1

MB

/\

H FIMACH! 11k

JEMACH: 41

mR1/ R2:

m MB/MD:.

X I

1

NET N2

a2

e [ %

v 5 B/DHJMACHE 1T

Stn.
C

Stn.
D

—

i

MD|R2

Station B wants to send a frame to Station D

MACH I
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;er Packet Processing in an IP router

. Accept packet arriving on an incoming link.

2. Lookup packet destination address in the
forwarding table, to identify outgoing port(s).

3. Manipulate packet header: e.g., decrement
TTL, update header checksum.

4. Send packet to the outgoing port(s).
5. Buffer packet in the queue.
6. Transmit packet onto outgoing link.
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iChapter 7 Internet Protocol
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Chapter 7 Internet &
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InternetZE A hil kR

Interface

1 @
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applications to
Internet .
communicate over the

network

Application |

__——~
-
-_—
-——

M
=g

A router routes with
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i IPHkHE 73 AiC

= Internet & 1) IP # it B IANA(Internet
Assighed Numbers Authority, F B %5

SHECHLM )R ST e E E

» TANAFHEX HyEMILM (GRS B A O
, APNIC ) 4rBEcIPHuiht

= ELIOM R 95 3 G5 R (TSP A kb ik Sy E S AL A
F S TP HAE

= 201124, IANA—ZE RER, IPv4AHihLEE
R, FEFBTA BEMAT IV R R 3B IPV6 M 4%
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Table 1: The Percentage of IP Address Ownership by Country in 2015

Country Code  Country Name Total IPs  Percentage 2019 Ranking 2018 Ranking
us UNITED STATES 1.254,235,289 37.7206% 1 1
CN CHINA 340,422,033 10.2399% 2 2
IP JAPAN 207,118,716 6.2289% 3 3
DE GERMAMNY 124,725,791 3.7311% 40 5
GB UNITED KINGDOM 123,563,72 3.7161% 50 4
KR KOREA REPUBLIC OF 112,282,739 3.3772% 6 6
FR FRAMCE 85,297,376 2.5653% 70 8
ER BRAZIL 85,238,530 2.5635% :0 7
CA CAMNADA 70,635,390 2.1243% &, &,
T TALY 54,892,973 1.6509% 10 10
NL NETHERLAMDS 51,468,273 1.5479% 11 11
AU AUSTRALIA 51,082,445 1.5363% 12 12
RU RUSSIAMN FEDERATION 45,243,503 1.3607% 13 13
M MDIA 43,846,892 1.3187% 14 14
™ TANWAN PROVINCE OF CHIMA 35,602,611 1.0707% 15 15
E SPAIN 33,228,648 0.9993% 16 16
ZA SOUTH AFRICA 31,248,905 0.9398% 17 17
WX MEXICO 29,178,104 0.8775% 18 18

From: http.//www.ip2location.comy/reports/internet-ip-address-2019-report
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BB HhhE
m CHbht

IPHu bk 4% =X

= IPvARtit 4475 (3240) HRR, BNFHZ S
R57E, A+TEHRR, WARSTBEHIRR.
= 53R:

A GF 2% 1

— = AL BRRHANO, BR7MAMNE S, &52MIFRRENTS.

A PIARIR126 AN %, MR PIA 224-2 (£47160075)

AEL

BS: BEMNL10, BEEL1MAMSKS, B&E164A1FREN
2. ARRIR214-2 (4116000) PBRMZL, &ML DL
H216-2 (£165000) MEHL,

CH: BE=AN110, BER21MNMNES, B TF8ANEN
%ﬁﬁf PLFRiR200 5 NCRM %S, BN RE REef 25440
D: B A1110, RAEMIE, FRiR—AHEKHNE.
E: BEmEMArch1111, RIEEHHE.
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. 2
AP | (| PSSP
28 bR IPH AL B xot
M R BT R T &
i KEEYsE T R4 TAE
— AT RAEE!
< / 32 bits / >
EEE — THE
, 8 bits | |
Binary 10101010 IO 01010101 IO 00110011 IO 11001100 I
notation
Dotted 170 o 85 I ® 51 I ® 204
notation
(W.X.Y.2)
Class A | O NET ) HOST ) ) HOST I (0-127)
Class B | 10 NET ) NET ) ) HOST (128 — 191)
Class C @ NET @ @) HOST (192 — 223)
Class D ® % ® @ ht (224-239)
Class E O H O ® Hik (240-253)




i REBRIPH

= IPHUMEH R SEREN S HE0RE L — KA BIRIRALE, &

FRPR IR B EHL
= U
LU
2
it =4 1 A X 4% 5 41
Bl H 127 &
(loopback)
40 FHE

mﬁwa{



AR rnet PINRRAS 4 (
EERE
ISRFREEIINRS, WAILIEMaRISRE P i8S, =0, (FEE MRS, ERE RE FEEN
SERRAFEELN IPRE, ESEERMFSES P 188,
O B IS IP 81O ® EEERIS IP 1B1HO)
@ A RER 1P St8i1E(S): O EFTREAY IP EHH(S):
1P $tatik(1): 192 .168. 3 . 6 l:l
FRIERS(U): 255,255 .255 . 0 l:l
ERAFIE(D): 192 .168 . 3 .254 |:|
E#ES DNS BRERSIEHB) @ E=5hER1S DNS BREEEEIN(B)
@ A TER DNS BREEMAL(E): O {EFTEEY DNS BRSEEHEHE):
smons s R ]
. Bt TaE() B0, IBHERIERE(L) BR(V)...
—)
m 15 | .

s 5 H @I PPPI AT
= 3% TDHCP (Dynamic Host Configuration Protocol)
(O]
s KR RS EAET, T ER HUDPERM S 4%
o IPHUIE 53 FEAHLA
« HEnH: DHCPZ %) b7y Bic — 1N 7K A K IPH 4k
« ZNATHEC: DHCP4S 25 /7 S 70 Bie — A — B 8] A R TP bk
= FEIHC: &P unlPHubE B 455 8 02 40 e,  DHCPAY FH KK
73 B B M ik F 25 %< i
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IPHHFECE : DHCPIEFE

1) BT 3% DHCPDISCOVER E.

JRIPHi L 40.0.0.0 H IPHHE A
255.255.255,255, f#FMACH 1

RAR IR b

2) DHCPJR%#3FI M DHCPOFFERH E
L% Py, RS EHIPHHE.
HAHRARXEEE S

3) —/DHCP

£ 155 T DHCBREQUESTH
L, %ﬁﬁEDHCPEﬁ% B
R A R LRI IPHY
P

HC UEST o
Uiy E‘Z[?HCPAéﬁK,% Bﬁﬂgﬂ%@%ﬁg

4t
5) & PRk DHCPACK)S, MiZxt
ST EERRE

RJEA B a2 Bo R IP bt

6) &/ uinl PLE T [f DHCPR 528 K i%
DHCPRELEASE%%%%%Q STIPHLHE
K, HPEEFE P imMACH
hEF0FH FHIP AL HE

-

—>CI

4)

O

e T
ol

-

Server Client Server
(not selected) (selected)
v v v
............. L
: Begins initialization |:
‘DHCF’DISCD\!EH DHCPDISCD‘JER‘
: Determines | ! Determines
: configuration |: : configuration |:
DHCPOFFER

i Collects replies |

§5E|EG'[E configuration
‘EHCPHEQUEST DHCPREQUEST ¥

: Discards |:
: lease :
H -

L) v v



i DHCPH 4%

B FEDHCPDISCOVER

DHCP Relay

I $#%DHCPDISCOVER

&

Client Vv U

DHCP Server

17



Chapter 7 Internet &
i TCP/IP

« 7.1 InternetE AR
s 7.2 IPHuAE
n 7.3 HubEENT Y
x 7.4 IPHN
= 7.5 IPEREHFIEE K

7.6 ICMPHi

7.7 IPH %

7.8 IPVA ] ¥ R
7.9 IPV61iHiY




I Pifli%ﬁkiF[l MACifH_J,th E%IJ

D w2

= IPMBEERANE S (£2F) WRAFEBT R, TMACHIE7E R BE
JRrSE R A IR A R 5

= IPHMBEEEMSES (A% , BT SERENIPHALS H eI ML
MR, TIMACHEE ST RALETER, B —BHREEM SRS T



i IP# - 5 MACHLHE T X B

WY (R R R ) B (W% 2 M)
R X LREX
B3 AR
4847, 11108:00:39:00:2f:c3 32/7,11202.38.64.1
B R 2 #4R
IP il g TCP R MR R
| FF 1P Hiik
T kil
fi | .
4\ | P #1245 e
= EE
SRR LT

MAC 1 {56 PR A kb k20



HuhkA#E

THMY

i ARP: Address Resolution Protocol

- SR FAEEEFMACHHE, JEMACHLHE
ﬁ%%ﬁciﬁt %ﬁ E%}?dACf&ﬁhﬁ H—%%Lﬁﬁ%

MACH 1

« IP4y4H7EInternet £5465 {8 FHIPHb AL, {)EIPﬂﬁiltﬁﬁ

i
1]

IP A

FIENLKIPHENE, T B RIPHAL AR IP S 4H K =N IPHHE

IPA1l

MA1l

l

IP

HIEEER =

IPA2

IP

MA21

IR =

IPA3

MA22 MA3

l—

IP

BE R

BOEWEAN [F B2 B AR, JEAMHE EI'JMACtHAht’}E’PE
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Bh bk AR 75 SR — M SR 1 32 ok 2 i

0 to 1500 bytes
FHBKIPREZH, BHSGH

A
v

R Y DA, Data field
EEEEZEORMACH:HE (Logical Link Control)
Preamble Start Dest. Src. Len PAD|FCS
(7B) delimiter (1B) Address (6B Address (6B) (2B) (4 B)

?

B H WIPHiHE— HIXMACH: E.g.[ IP [TCPHTTP| Data

...... Src.IP Dest.IP

RFC 826: Address Resolution Protocol
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Bo1: B RIPHuUHE BT R E BV R 3E EVAER — AL A

B4, FNFEVAEAARPLF, H 15810822 158.108.23 156.108.24

A7 — Lo TP 4 1t 5 MACHA fik 1 %t

RkR. ENUREAAL WA x| YL zlﬁi

IPHb 75 ] [ L[ ARPZE RS, i \—

WAER], WA )R bk % % ARPA \ ‘ ‘ ‘

WV SR (O IPH HE 7 % 7 (9 EHLIR [E] | whohas P 10, nof me mel wih

— A ARPI B 158.108.247 0:0:8:15:¢0:1
.‘(_

F AL B ARPI B f5, 5 A] &K IE %L
FEW, FKZIPH AL 5 MACHE B %)
17 W AE ARPZE (7

BT R — AR ARPE A7, BT ARPERAF W] LAY/ S HIARPHRAE

MR P TT4E, SR PERE
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i HuhkfEpTI R
B0L2: B HIPHhE B M E) E AU RIS EHE R A F I X 2%

= PIFPTSR
o ERHBRE R E: EALEE I B AVIPHIE R 2% 5,
FEEE T AN TN, BEER A H 4
= fREARP: %25 FARPRIE D fE, &AM 44
=AU N ARPIE K, AT PASEEL B i g 1= H 7P
stk HACEE A =AU 70 21

[0
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i st AT IR

» REEBFVELSERERXRZSD T BT SR IPHLE (B—BkEEHBE) , X%
IPHiHEHATARPIEFE, RE RKIZEE

= BBhER SRR R RERIE BB A IPHE, XHZIPHIEITARP
TR, REREEE; e BRI H B RSB RIE RRIE BB R
MESER—AMZEE, X HIPHMEHATARPIERE, REHEEHEREEH
B‘Jdﬁ“ﬁ

-l' -. .
s® LI . [ -
. 1 . L] ‘ ]
. .... “ 4 ..

CDARPQEM%IJE%%@%(H—AM%)W ﬁﬁé@%ﬁ&%ﬁ%{%ﬂ%ﬁm
B3 S RIPHE, SREXTZIPHHEARP . TEEEAHMER, ARPZE
FRP—BENHNHIRI, TREAFERXHLARPITE




i bt AE AT SE

EH
A

£
B

‘ ‘ B EH A%
MAC R1 MAC R2

= 3 PR B

NET N1 NET N2

FEH E/8

11

B RiX4r4H%5 D

= BiRZEDRIIPHIbLHI M 2% S 5138 B AN B TNET N1, HiER Ak
2R B h2ER1 (S /EARP Cache #7444 B Fh 2%

MAC, NIFEEETARPIEENRIKE)
BRIEWR| K H2E, WiHKSrcMAC=MB, SrcIP=N1B,
DstMAC=R1, DstIP=N2D

« BHREREHHKARP Cache, 3REDKMACH: L, #4304
mD3 K, FEN2MZE ERImiISrcMAC=R2, SrcIP=N1B,
DstMAC=MD, DstIP=N2D
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ARP Spoofing

B

S

1. A broadcasts ARP Request asking IP Addr: 1_92'1_68'3.'80_ _
which MAC addr belongs to 192.168.3.80 | | MAC: CC:CC:CC:CCICC:CC

A
3 RN
IP Addr: 192.168.3.70 2. Attacker forges a ARP
MAC: AAAAAAAAIAAAA Reply before B can respond

Attacker

3. A begins sending data
intended for B to attacker

IP Addr: 192.168.3.90
MAC: DD:DD:DD:DD:DD:DD

o PHVETEIE
= AT EERIARPIRE, 772 M SHI RS 2 & e w2 1Y
MACHEHE ) ZRA, .

« BRI TR, VLANSETERHIARPH) #51
= 7EARP CacheF #ATHE B IPAMACH: 1k ) B i 2 T 27




i )% [5]ARP

= 2 [1]ARP:
Reverse ARP

= RFC 903

« AT ERYE A
%ﬁmmmﬂﬂ,
IR e s
&@M%m%&%

BaFEMER
SR IPHLHE

RARP Request (#EA13E A IPHIIE? )

(< = >
& & &
A B C

RARP Reply (AfJIPHHE)

o b
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‘L ARPHHUiA% =

Preamble
(7B)

Start
delimiter (1B)

Dest.

address (6B

"

Src.

ddress (6B)

Type
(2B)

PAD

CRC
4B

iK% (Type) : ARPiER KW AH0X0806

WEARRAL. RREFEFIMEEORE, WK AL
ECREL: feRIEFH RN E KR, WIPHHMY¥0X0800

#4E: ARPiER——1, ARPIiiN——2, RARPiERk——3, RARPYiN—4
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cv O A\TINDOESisystem32icmd. exe

Microseft Windows XP [hF2% 5.1.2600]
Eﬁﬁa 172852801 Microsoft Corp.

C:“Documents and SettingsskpxuelXarp —a

Interface: 122.168.3.66 —— Bx2
Internet Address Phyzical Address
172_168_3.148 BE-50—-8d—-4c—-1f-4f
122 1683177 AA-11-2F-82-de-71
122 _168_.3_.254 Hi-efd—4c—-48-81-32

C:sDocuments and Settingsskpxuel

Type

dynamic
dynamic
dynamic

30
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H FIIPHbE A HE bk
= HFIMACH: A FF:FF:FF:FF:FF:FF

= HRIPHunE 9 &k

« HPMACHEHE: SRR g, BB IPZH 3%
HhhE AR 2367 B 5 ZIMACH HE (R 23467, il
110 F01005E, Hhi—1bit 0
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IPVAK TR

IP: Internet Protocol

4} 4 8 16 19 31 bit #
Y VERS | LEN |Type of Service Total Length
Identification Flags Fragment 0ffset
20 TTL Protocol Header checksum
bytes
source IP address
v destination IP address
o Options R padding
data
AFAERBHRIPL . kbn. kEf. HEFEREZR — P EE



i A5 5 ki B

PRAE (VERS) : 4bits, IPv4ihiiE4, IPV61HiliE6.

IPH43LKE (LEN) : 4bits, HfiN4F7, BUETEES-15
(B E N5, EIFRAELin K207 , FHBRIPAOHLKKE.

20

hTtes

0 4 8 1i
VERS | LEN |Type of Service
Identification |
TTL Protocol

source IP adi

34



] 4 8 1i

VERS | LEN |Type of Service

i B&%%Jﬁi{ ( TOS ) E]& TTLIdEﬂtiﬁca:::ucu'l l

tes
T source IP ad:

Ll 5| Zd |t [r |c |0

~— _
~—

— R 0-—eAR s 1A

A O-—MT R 1-AAT
ﬁniﬁ 0'_‘%; l'gﬁﬂi‘.
ERF: 0-—F%; 1-fREERT

000 Routine (&)

001 Priority ({£5%)
010 Immediate ()
011 Flash (JAi%)

TOSHE A 1 Be it FFH 5 15 21
R o J&RAEFI N X 7 HR 55

A6/ b TR A 100 Flash override (£i&)
SRS K, AT SeBREG 101 Critical CR$2) ‘
W2 ek R4 B g A 110 Internetwork control (&3]

7 4= I [ Y 4T 111 Network control (MZ&$%]) 35



BKE. BRI

SKE: 16bits , HAIFH, HRIPOARNBK (BIELMEHE) ,
BRATHKE N65535F,

PRFF: 16bits, HTHE—IRRZTH.

Pr&: 3bits, FLHREN, FE2/(DF: Don't Fragment) NOE R~ i%
SHAETI 4B, NIBTRARAR 4B #34L(MF: More Fragment) 40
ERERBRESER, NINREREEGES K.

Bim#: 13bits, F/78F7F7. B{E0-8191, +rBHLnlsrBREIEA4H
%Bﬁﬁ)ﬁg}éﬁﬂlﬂﬁ%%gﬁﬁﬁﬁﬁﬁo

4 16 19 31 bit #
YERS | LEN |Type of Service Total Length
Identification Flags Fragment Offset
20 TTL Protocol Header checksum
b_\lates

entivra TP addvace 36



20
b)lltes

* N ABTB

] 4 8 16 19 3
VERS | LEN |[Type of Service Total Length
Identification Flags Fragment 0ffset
TTL Protocol Header checksum

Host - Ain LAN -1 is commnicating
with Host - B in LAN -2 using IP

D Host - A

LAN -1
Ethernet

MTU = 1500 bytes \ /

Router A has to perform
fragmentation of IP datagrams
when forwarding them from
LAN-1 to WAN-1

WAN -1

X.25

MTU = 128 bytes

enuivra TP addrace

Host - B D

LAN -2
Ethernet -2
MTU = 1500 bytes

Router
B

bit #




20
b{tes

0 4 8 16 19 31
VERS | LEN |[Type of Service Total Length
Identification Flags Fragment 0ffset
TTL Protocol Header checksum

* BB

MTU=620F7

B =0

Bt =75

eniivra TR addvace

ek

B =150

bit #
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TTL. Protocol

i E(TTL: Time to Live): 8bits, BAf#P, FTRAHRELFN
(%‘J‘ ilﬁﬁ Eﬁﬂj‘, ﬁéﬁﬁ&ﬁ)—/‘%ﬂa%&, TTLER—, LTTLER
’ /( =
ANEREKBRIERGE R BIRNEATRA—F
x» 64.121 unix: 255;
= 64.42windows: 127;
= 64.1llinux: 64
= P (Protocol) : FREEIHNKEL.
0 Reserved
1 Internet Control Message Protocol (ICMP)
2 Internet Group Management Protocol (IGMP)
3 Gateway-to-Gateway Protocol (GGP)
4 IP (IP encapsulation) 0 4 8 6 19 31 bit #
5 Stream —
6 Transmission Control (TCP)
8 Exterior Gateway Protocol (EGP) Identification Flags | Fragnent 0ffset
9 Private Interior Routing Protocol 2 - orotoco] eader checksin
17 User Datagram (UDP) bl{tes
89 Open Shortest Path First(OSPF) caurra TD addrace o'z

VERS | LEN |Type of Service Total Length




RS . YR/ B HyHihk

AL RS: 16bits, FRMIIPLAREMARIEE TR EHBIR.

VErbht: 32bits, 4 REHWIPHIL.

H B Hihk: 32bits

H7 (padding) : 2AHLKEWINATTHRIBERE, WREHK

, BV FIIPHLE

KEANARATHRIBLLE, BARMBEHITHESR.

31 bit #

0 4 8 16 19
4 VERS | LEN |Type of Service Total Length
Identification Flags Fragment Offset
20 TTL Protocol Header checksum
bytes
source IP address
v destination IP address

Options R

padding

data
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B?E’r“iFﬂﬂ“ﬁJi%%

« TTEATIEN
- REAIRERO

= FEEE

£

1) &Ef‘ﬁﬁ 18 HEIPLbx
2) HTFESALREEEFRTTLESZM, FHit
TE 8% 2SR E L R E B v R T A

u_short cksum(u_short *buf, int count)

{

register u_long sum =0 ;
while (count--)

{
sum += *buf++;
if(sum & OxFFFF0000)
{ P2 AL, N3 fE —AL
sum &= OxFFFF;
sum++;
}
}

return ~(sum & OxFFFF);




I
I
5
I
I
I
I
I
G
5
G
0
I
%Y IP: Header checksum = 3049 (correct)

06 2f 00 50 <5 Za fa 5a 00 00 00 OO0 80O 02
ff ff ca 5 00 00O 02 04 05 k4 01 03 O3 02 01 01
04 02

a 4 8 16 19 ) |
s [0 Jome ot sevi] ot i
" ntcnn [ | o
------------------

destination IP address

A IIBIERG: 3+ C353=C356
C 3 5 6
1100 0011 0101 0110 >K&#%: 0011 1100 1010 100115%|3CA9



&I (option, A[ZEE4)

o A& (Security) : FREAHMINIE

o JERHIVERE Hi%EFEE (Strict Source routing) : A HHZLITHISESEEH

- MEUIRE H%EEE (Loose Source routing) : AHAHEALTHIF B 85K
« BHiEF (Route recording) : fEEAERHZIATM b & KIIPHHE

» BfEARIE (Time stamping) : fE&E§HARERM £ E RIIPHL LIRS [B] 5510

LR 0 TIPEE IR B ThRe, HA RGN o 4 8 16
BRA: TPHARMT MK, M T A | || [Tpe of Service
REBERTFEY, ABSZBR EAR 2D %k B 1k T Identification Flag
20 TTL Protocol
Pytes source IP addres
TLV*%:EE v destination IP addr
TYPE |LENTH |VALUE Optons -
(1B) | (1B) | (nB) -




IPVATH R BERI T Be e 45

4

8 31 bit #

4 YERS | LEN -?EEE of Service Totdl Length

Identification /]

Flags Fragment Offset

20 TTL Protocol Header checks
bytes

source IP address

destination IP address
Options —T— padding

data

LR ]
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i IPS4k (IP addressing)

o IP HHES AN S+ NS
« HBHSENM R NG, FHE BEREML%E KA E T4

- BT IP MubbREH.

: %EE%% I TR B B ENRIME SRR T4, T PAR> B R
T k)™ B EH R I oy A 25

= —/NIP MR IR — & L, BRERESE E—ANED,
=HLE N _E R A

s H—ANEVEREZED AL LR, %3
EFWRAMMEK IP Hiib, iXFh3

(multihomed host).

= BT BEHRREDNIE

B A2 MNIFWRANA

ERR B IS 4%,
A IP bk,

N

ENLAR N 2 2 0 E M

| SR ) _E —A
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EE— B ey E s B EsaY
|P Bk A Y X 2% S wh Z 2 —FEHY .
B RINE S Hi= IP #thiikd g net-id

/ ______________________ ?éiifi_._é_lif_é__z__z_f_i_._z__._é _________________
B BXM | [
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Routing Table }

IP address is used to

route data around the
Internet / /
(3
SE57 Router M
‘ I/,
"' Router M &
EBER | - ; T
1

1. g_%tggetrh, BHEMNIREVLRZED) BB EN, FETEEST
| e
2. B H B RIEAWMEBIE N IPHIUE B AEEERE KT —BMN 4TS
gémﬁﬁﬁ%m%%M%E<wE)ﬁ%,Wﬁﬁmﬁ%%m
H
3. BRRUE, B S RERERRIRNIPASE LA+ i E Kbk & 3R %
H%, N EEERKT BT A
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TR

= KHF: Routing Table

o %ﬂlﬁﬁﬂgﬂa%ﬁ&ﬁﬁéﬂﬁﬁﬁﬁﬁwﬂﬁhﬁﬁﬁ%éﬂ%, e 5 H
- FEIHRER RS A BRhE
» BHEREINIRIZ2DEEHINE
= HEIMZ(MNLS)/ B RENLRHbE
= F—Bt (Next Hop) Hbilk
» BRERBVTHEERAFIRE (BSKEFER) , W@ S
WIIRBILMEY (FIFEEHR)
« HABEHSEATEN, IERH A TEEHS

= BEERHSRIVE BB B GRE B B, wRaE B e AT AR /B
B HH R KR I

¥Rk FForwarding Table :

S HRHEXNMRIRERRIES, B8 BRMERIMES/B
FIENLA L. SO ML —EBMACHIHEZE R
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XY 2% -5 T—Bk
B
108%310.0.0.0/8 171.69.245.10
W 2% 5 O MACH:hk
HRE
10 8%¢310.0.0.0/8 0 00:02:2b:ed:b:1:2

BBV R RIEIR, WA RRE TR
FEEENK. FELEHSRT, WRARFHEH, BATRA

(X 53 Bt SRR R
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5 EH R SE)

NETWORK NEXT HOP

210.1.1.0/24
210.1.2.0/24
210.1.3.0/24
210.1.4.0/24
210.1.5.0/24
210.1.6.0/24

directly
directly
210.1.2.2
210.1.2.2
210.1.2.2
210.1.2.2

0: 210.1.5.1

NETWORK NEXT HOP

NETWORK NEXT HOP

210.1.2.0/24
210.1.3.0/24
210.1.4.0/24
210.1.1.0/24
210.1.5.0/24
210.1.6.0/24

directly
directly
directly
210.1.2.1
210.1.4.2
210.1.4.2

210.1.4.0/24
210.1.5.0/24

210.1.6.0/24
210.1.1.0/24
210.1.2.0/24
210.1.3.0/24

directly
directly

directly

210.1.4.1
210.1.4.1
210.1.4.1
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‘L R B b

EO: 210.1.1.1@50: 210.1.2.1
—U E0: 210.1.3.1 S0: 210.1,

A

EO: 210.1.5.1

S1: 210.1.6.1

NETWORK NEXT HOP 3
210.1.1.0/24  directly

NETWORK NEXT HOP

210.1.4.0/24 directly
210.1.5.0/24 directly

210.1.6.0/24 directly
default 210.1.4.1

default 210.1.2.2 210.1.2.0/24  directly
210.1.3.0/24  directly
210.1.4.0/24  directly
210.1.1.0/24 210.1.2.1
default 210.1.4.2
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i BERHR

= Linux B
= route (ip route show)

= Windows | [H
« 44T Fig4fTroute print

[rootlinfonet root]# ip rout

122 .168.6. |_|,- 29 <rig 202 .38.7

rT.lEE.E Df?4 dew esthl
024 dewv ethi

SCcope 1111]~"
deswr ethi

I:1EI':'|.1.111: ll;l'l'lj-':'L |_| I—II-I [] ._l i:i [] '-II - [] '|_T| 5‘1
[rootdinfonet root] # I

‘II_H-' link
mope link
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255.0.8.0
206 265G 2550

295.255.255.255

255.255.255.255

i 24A.A.RA.A
255.255.255.255  255.255.255.255

Default Gateway: 192.168.3.254

Perzistent Routes:
Mone

Gateway
192.168.3.254
127.8.08.1
192.168.3.6h
127.8.08.1
192.168.3.66
192.168.3 .66
192.168.3.66

Interface
192.168.3.66
127.8.8.1

127.08.8.1
192.168.3.66

wi D[l Dwid [oZ == [

L5




i B H1 HhiY

= FfH

o B

o

i Lz

i%£# (Routing)

« B A% 2 (RIS B N E
« ¥ & (Fowarding)
« BE AR EE LB — AN 4,

2L R AR

R

& H

FIsb i BB R, SR I8 E B ¥ 1 BE

2 0K 4741

R E
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‘_L % EH P

» HY5 R %AS: Autonomous System

. Z?InternetE

« fEInternet¥
(Domain)

EH L A2 T Eﬂ‘ﬁ“#ﬁﬂ%
Hi%EI'JIPIW%ﬂE% SIS

HIRGA —RRER—

A

EFES

Hig RSt 3%’?%!%

TR FEI

56



i A RIS

s NEM SRR HPMIGP (Interior Gateway
Protocols)

= WK, BN, AR R B AV B AR PR R E— A
m%ﬁ%%% PRI, R B 0 B Y i A PR e

» PR SRES MY EGP (Exterior Gateway
Protocols)

« WHRNBREIRR B, RIBEBEEREASFRRBIE
mﬁ@%&%ﬁ%“ TR kR B B IR PRI
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* A X 5 % B B

= FEERENY
- ETERRRHESE, R-MoMRELE, flwBellman-Ford#ik
= EERPRSHH

« ETHBIRSHEE, SHRAREREREZE, R—MaEREE. fil
Dijkstra® %




B B A5 B

i RIP: Routing Information Protocol

= PR M ES AR RASLI
= % EH A% R <8 S B B AR IE 5 BIA BT A 4R

12 I 5 B T A
, B | wubmmosam

23, PAEEES1R)E

RIEL5RIG, LLEE B 2%)5k
3 5 Y 2% 4
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------------------------- 31 . 1 I
wme | A o e | A EE
Hi kS 5 o Hu k5 % ARIE
2% 1 1 1P Mk WR&% 1 1 1P bt 207,
= = HI,
b TN 1P HE
B 1 [0 B 1 IR
A 20 MR ER A 20 METTNESE
- 9
(a) Version 1 (b) Versid
FHEER T RA

<MZgHbht . BER>%f




TSR B AR e P i)

i OSPF: Open Shortest Path First

1

[ | E'A ¥

T HEBRPIN S FIR R RAAS

it 74k F flooding ) 5 =,

B HH R PR B 5]

CHE, RAE#ERESER

1

itk 30 T,

b

- BASENBROFEGSEENBRBHEREE, FIUWAHEN0

) 3% S FEH B

« HESRHIPSAH (M5 A89) , A ZUDP

« [F15O0SPFE S MEIE XKML, e E xR
- BB HEES (Domain) £]4~NX (Area)

iRt g

« RFEIFR—ALE R % %8 b EA R HE
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OSPF 432H & &8 OSPF 4B #3E |

PR B &R OSPF 4y4¢H ‘

~ IP %&*Ej:& ™1




i F18 WX < R B

= BGP: Border gateway Protocol, i/15M
IR B% BN
s AS[H AHAAKFRIPE,H OSPF?
: ;ﬁ!@ InternetdEE K, FHE AR
= % AEBBBZEEEELRIMEE, i
BUE R E;
= HEE: AFBBARSEHFEHNBRERNARE, R

Eﬁlﬂ:ﬁilﬂgﬂ'ﬂ? , FHREE

B AN DLSE

63



‘L F18 WX 5<% B BN

‘ BGP BGP
peaker Speake




i AR P 5% 8% FH B

ETHEERERIEEMNSMY, BERT
Us—‘IjJﬁts

« FRATCPRIFEFHEMTEME GrO179)
« ARFEFHE
« [EHMkeepaliveskHfi{FTCPEE:
» FENRHEE, $IRANBEREREBMH
= BB Y BB KRB, #linInternet
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Chapter 7 Internet &
i TCP/IP

« 7.1 InternetE AR
s 7.2 IPHuAE
x 7.3 HuhbRAT IR
x 7.4 IPHN
= 7.5 IPEREHFIEE K

7.6 ICMPHiX

7.7 IPH %

7.8 IPVA ] ¥ R
7.9 IPV61iHiY




7.5 ICMPiX

i (Internet Control Message Protocol)

IPHEM % ZIRMIER FTHRSS (best effort service), 34

TR IR

ToiR P E IR, B EE

ISP (ICMP) RI%E AR,
o U TCMP 2 48 2 0, {H'E 75 B4 I TP st 2

792 FIRFC 950,
ICMP Data 9 3 15

ICMP Header

|

L

E PR $2

o [FIFETCMPHANBELRUE PT SE4& M.  TCMP M & X AERFC

il

Type ode

IP Header

IP Data Area

Checksum

[CP data (depending on the

Frame Header

Frame Data

iiiii

Frame Trailer

type of nessage)
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i ICMPHIEEThEE

s ICMPRE X THRMIL: EFEHRCHEEHRL

s BRI
= JEHE] (Source quench) : il fkikit 4 HEIENL.
« 85} (Time exceeded) ﬁm

= {ETEATILE (Destination unreachable) : &EFM. x
ANEERENLRIETE -

« EEMH (Redirect) : BHEE

« Z2¥HE (Parameter problem): 4HLS¥ 4.

s {5 %J’I?O'C
‘ﬁ/ ). (Echo request/reply)—

Router discovery)
. f@ﬁkjﬁﬁ%ﬁz‘t/ . (Address mask request/reply)
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ICMP Message Types

Type Code Description Query Error | Type Code Description Error
0 0 Echo reply . 5 Redirect
3 Destination unreachable: (1) Egg':zg: ;8: Egts‘;vork ‘
| °
g Hg;\;vﬁﬁeﬁfaak;gable * 2 Redirect for TOS and Net N
; orotocol unreachable ¢ 3 Redirect for TOS and Host .
[}
8 0 Echo request .
3 Port unreachable o .
¢ Fragmeniionneste DB R
5 Source route failed . *
- ° 11 Time exceeded
6 Dest!nat!on Eetworl:(unknown . TTL equals 0 during transit .
/ Destination host unknown . TTL equals 0 during reassembly .
8 Source host isolated . 1 Parameter problem
9 Dest!nat!on net prohlplt_ed . 0 IP header bad .
10 Destination host prohibited 1 Required option missing .
11 Network unreachable for TOS ¢ 13 0 Timestamp request .
12 Host unreachable for TOS y 14 0 Timestamp reply .
13 Communication pr_ohlb_lted * 15 0 Information request .
14 Host precedence violation . 16 0 Information reply .
15 Precedence cutoff in effect o 17 0 Address mask request .
4 0 Source quench . 18 0 Address mask reply .
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i M H T A

= PiNng
« DhEE: A EHLE AT BIE MR TR S WY
ZiER
= piNgTE 7K FHICMPH B 315 3R / Wi 52
(Echo request/ reply) W, BEEHHE
R ENKIERIFFR, REWNRIC, K
R H B =L AT IA M, ’—' IR FEIR DA R ERER
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C:Documents and Settings“~THINKPAD USER>ping 282 .38.64.1

Pinging 282 .38.64.1 with 32 hytez of data:

Reply from 282_.38_64.1: bytez=32 time=4dmz TTL=56
Reply from 282.38.64.1: buytes=32 time=5mz TTL=56
Reply from 282 _38_64.1: bhyte==32 time=3ms TTL=56
Reply from 282_.38_64.1: hytez=32 time=3Ims TTL=5L6

Ping statistics for 202.38.64.1:

Facket=z: Sent = 4, Received = 4, Lozt = @ {Bx loss),
Approximate round trip times in milli—seconds:

Hinimum = 3Ims, MHaximum = Hms,. Average = Ims

C:~Documents and Settings~THINKPAD USER>ping www.sohu.com
Pinging pgctcshtBl.a.sohu.com [222.73.123.61 with 32 bytes of data:

Reply from 222.73.123.6: bhytes=32 time=13ms TTL=52
Reply from 222_Y3.123.6: hytez=32 time=14m= TTL=52
Reply from 222.73.123.6: bhytes=32 time=13ms TTL=52
Reply from 222_Y3.123.6: hytez=32 time=12m= TTL=52

Ping statistics for 222_.73.123_.6:

Packets: Sent = 4, Received = 4. Lost = 8 (Bx loss)>.
Approximate round trip times in milli-—seconds:

Hinimum = 1Zms, Maximum = 14ms. Average = 13ms

C:sJocuments and Settingss~THINKPAD USER>ping 202 .38.75.44
202_38.75.44 with 32 hytes of data:

timed out.
timed out.
timed out.
timed out.

Ping statistics for 202.38.75.44:
Packets: Sent = 4. Received = B, Lost = 4 <188+ loss>.




i ¥ MKk T A

s traceroute

= DIRE: RIAIERENLZIH K=
= Traceroute® st RiXTTL=1/fJecho request,3

— B R PR IR

5]

EHLER AR BRI 2871 A
5

ICMP[{Time Exceeded4t iR,

W5 RIZTTL=2fecho request, 3 — %"

Time Exceeded%5iR, AR BETTL, E

FEHL

7 IR [

B BX HE
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C:“Documents and Settings“kpxue*tracert —d 2802.38.64.1

Tracing route to 202_.3B.64.1 over a maximum of 30 hops

1 <1 ms <1 <1 192.168.3.254
2 <1 ms <1 <1 282 .38.75.254
3 <1 ms <1 {1 202 _.38.96.181
4 <1 ms <1 {1 282 _.38.64.1

Trace complete.

C:sDocuments and Settings~IHIMKPAD USER>tracert —d 282.38.64.1
Tracing route to 202_.38.64.1 over a maximum of 380 hops

ms 172.16.23.%6

ms 61.191.23.17

ms 61.198.228.43
ms 61.198.194.89
ms 218.22.28.18

ms 282.141.161.252
mz 218.4%5 224 65
ms 2H02.38.64.1

m=
ms
m=
m=
M=
M=
ms
ms

ms
ms
ms
ms
ms
ms
ms
ms

== I = L T T B S L I . B

W N Lo B A B [a
[

VoS B = L T T R TE [ K Ry TRy K

L LA L L B [a

Trace complete.




C:sDocuments and Settingsskpxuweping —» 7 —n 1 282.38.64.1
e 4 8 16

Pinging 202.38.64.1 with 32 hytes of data:

4 VERS | LEN |[Type of Service

Reply from 2682.38.64.1: hytez=32 time=1ms TTL=61
Route: 202.38.95.11 > Identification Flag
282 .38.96.175 >
oR2 .38 .64.126 —> 20 TTL Protocol
ot bytes

292.38.64.1 >
282.38.64.1 —>
282.38.96.181 > v destination IP addr
282 _.38.75.254 >
192.168.3.254 Options N

source IP addres

Ping statistics for 282_.38.64.1: data
Packets: Sent = 1, Received = 1. Lost = 8 (8% loss),.
Approximate round trip times in milli—seconds:
Minimum = ims,. Maximum = 1ms,. Average = 1ims

BhidFEHm (Route recording)  TLVER

TYPE LENTH VALUE (nB)

= TR gz 55 (1B (1B)
I 2 14179 IPv4 it it " "
Bl Bl
192.168.3.254 202.38.75.254 202.38.96.181  707.38.64.1
\ BN S \ 6% A M \4 X 2% a0
\ Bz () i 2 ’\ s \
\
192.168.3.66 20238.75.11 | o o 202.38.64.126 75




Chapter 7 Internet &
i TCP/IP

« 7.1 InternetE AR
s 7.2 IPHuAE
x 7.3 HuhbRAT IR
x 7.4 IPHN
= 7.5 IPEREHFIEE K

7.6 ICMPHi

7.7 IPAH %

7.8 IPVA ] ¥ R
7.9 IPv61iX




Unicast (BA3%)

128.146.199.0/24

AA

=

—
—ﬁ

128.146.116.0/24 =
—

=

—

Sender Receiver
128.146.222.0124 @&7=ap | | @ 128.146.226.0/24
[ - — -
= =
I‘I I‘I

Receiver

: 77
Recelvers



Multicast (ZH3#%)

128.146.199.0/24 128.146.116.0/24 ===
—

0 e

Sender IXI Receiver
128.146.222.0/24 @ | 128.146.226.0/24

=<
— —
g? T

S —
n

= Y=

Receiver Receivers
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HIBFEWE S |8 Grosestrins

! 7

= 3% (multicast) :154%, XL
[ '& A n, i ’ n ’

?%%%aﬁt i;ﬁ\f};ﬁﬂ: SRR, AT, P RE, M

= IPXKADERHBEAE y2HFEE, FADRMMAR—HT
i ¢ gzsﬁ_fﬁﬁﬁlﬁﬂﬂ/béﬂ X e SR 51425

= Internet=z A L. ﬁ%fﬁﬂﬁﬁ Fs B 25 bk
= 224.0.0.1—LAN 7B &4
= 224.0.0.2——LAN A B B3R L K A ikt
« 224.0.0.5——LAN_FTEOSPFi 8%

(224-239)




‘.L 2H 7 SR X

Router to Router

HIZEM B, WDVMRP, PIM
hee: ERABEHE

N

‘ Host to Router

l HIFJBEHEIN, IGMP

Q_j

|

Q_j

£
\
L
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IGMP

s ARFEHEPNIGMP: Internet Group
Management Protocol

UQ
— s 9 Host informs router
U U with IGMP report
224.0.0.1 l ‘ ‘
Designated router ‘ ‘ ‘ I 224.2.127.254
gueries LAN for m = =
group membership —+ — —
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i 2H % 2% BN

-‘

A

ﬂ

*ﬁmﬁﬁmu,UK%ﬁﬁgﬁﬁmﬁ
CREELEEN AR

= DVMRP ( Distance Vector Multicast Routing
Protocol )

= MOSPF (Multicast Extension to OSPF)

o ——g—a

7 gmmﬁ]‘}x’ X T8 /\éﬁﬁ ] I_J—‘%ﬁm

| >

= CBT (Core Based Trees)

o JBA UL ERP SRR
= PIM (Protocol Independent Multicast)
« PIM-DM (Dense Mode), PIM-SM (Sparse Mode)
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‘L IGMP Snooping

Source

y—="1

-%‘ﬁzﬁﬁem

==
30855000

BN A v D3 R A% 4, SFEREERAEERANRR KD
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‘L IGMP Snooping

Source

Multicast aware switch g7 IGMP Snooping

ey

jm)

Receiver

ATHAL R W) R LR R i D ¥ R 4
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« 7.1 InternetE AR
s 7.2 IPHuAE
x 7.3 HuhbRAT IR
x 7.4 IPHN
= 7.5 IPEREHFIEE K

7.6 ICMPHi

7.7 IPH %
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i IPv43-t |v]

o HHEFEHIA 2
« 326K IPvARLbE 2 355 232 (4,294,967,296) 1P,

{EAREHBIE ) RT3, S

o AT F R BB

« ML EERASHE, ARMNEE128), AR AN
160075 & M., TCKE20074, & H256HHE.

= JRERRAMKIHAE T 2RTE, ERE

Rk
. BB T
5

—

= oA %

R

F— WX 2% 0 T AR B R PN — &R
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& fA U B B
-%,Qﬁ%ﬂ%ﬁ

% H

e = IPHLE
. xﬂpﬂﬁht* 4TY

A

_X,

i Y 5

=

12

kD> Bt B OO 45

7

'f% 3 mmég—?mﬁﬁ

\

LR — N2 REKIP

BRAHIRRTT REXHIPV6
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i 57 M

= KIKIA/B[CEM XI5 A2 A /MHIF M

(subnet) , 1EA—NEBAEXTAMIRR
BA—ANEMEFIMEE, RE—INES

- IPﬂﬁht=l%‘>|(J%%+?leJID+:Lmv

TIN5

= T
¥

MY (subnet mask) ELE T-&

]

TR B E

Ll

AL
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i e

= TP

$1d. Subnet Mask

= 32bitsHI R, R HESIPHLHESEM

Flan: 11111111 11111111 11111111 00000000 255.255.255.0

F BT R A ik [ R KRR, Bl

N

A S:e

_I%L

T HI1X)

NAs

WAm

‘—A
b
L

11111111 1111111111111111 11000000 255.255.255.192

EEVAIPHNEA140.128.34.79, R H FW#HS°4255.255.255.0, N

HFMNE4140.128.34.0, EH.5A79; R FMELN
255.255.255,192, X -7M54140.128.34.64, EH.5 K15

140.128.34.79 /26
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i e

= P
1) i TS HIKESRE ENTHK

i3

- EQ&%&%?MIDE@&E, MR RE T T M5 1

« THEE<2", EHnTF+WIDRKE
= EHBEERET EWSHKE
= EHEE<2"-2, EFnAEHSHKE

2) RIFEFME (PS5 +THID) KKERE
TR, RERETFNESEFHE M

3 AR, TS B E A
)RR T 54

B

20



s E—ANCEMLE (192.228.17.0) R4 H=AFR

 RFETFRHE<2, &FEn=2, NTIH2ITFHSKEN26HE, TRHE
f5°5255.255.255.192 (192=1100 0000)

FM#AL: 255.255.255.192
FMID: 0
FME: 192.228.17.0

- . ®
0 1 S
Internet k R1 A

S IPHihE: 192.228.17.1

B :#.5: 1
SR A —ACEMLE, 2
F%57192.228.17.0 0 TIFRAD: 255.255.255.192
FMID: 1
IP3 192.228.17.74% R2 FWE: 192.228.17.64
FHLE: 10 1
C
FFERG: 255.255.255.192
FMID: 2
S FM5: 192.228.17.128 Rippmsx
D
IPHuRE: 192.228.17.129 TMS ERLELAL T8k
i*}[ﬁ%‘: 1 192.228.17.128 255.255.255.192 R2
192.228.17.64 255.255.255.192 2
192.228.17.0 255.255.255.192 0




MNMCEMN4200.1.1.0, H HAEE AN

F— |
, HITAB 726 £ 354 *Hl, CHE205 M,
| SRist Lh Aty PR3 EML, CR208EM
HEEISHKE:

FEITA, F20-2>=72782In>=7, BWn=7, TMIDKE A1

‘:Pf:fBl‘—,B, ﬁzn_2>:35, %?ln>:6’ EXFFG, ?MID&)Q%Z
‘:Pf:fBl‘— C, ﬁzn_2>:20, %@,n>:5’ ngS’ ¥‘m|D'&§y‘73
FEIID, FH20-2>=20, BF|n>=5, HEn=5, FMIDKEAN3

%€ T WA T 5.

TITA: FMHAG255.255.255.128, FM5200.1.1.0(F M ID=0)
EIIB: FMHAL255.255.255.192, FMS5200.1.1.128(-FMID=10)
ERI1C: TR 255.255.255.224, FM5200.1.1.192(FM1D=110)
FIID: FMHAG255.255.255.224, FM5200.1.1.224(FMID=111)

92




Xl M
. SR

b
N

BEHR
TR F R HERD T—Bk H iysit T—Bk
128.96.39.0 | 255.255.255.128 BOo 128.96.39.10 #00
128.96.39.128 | 255.255.255.128 Bl ‘ 128.96.40.12 R2
128.96.40.0 | 255.255.255.128 R2 128.96.40.151 R4
192.4.153.0 | 255.255.255.192 R3 192.4.153.17 R3
oy R4 192.4.153.90 R4




CIDR: Classless Inter-Domain Routing

i oIR8 = %

= RFC1518, RFC1519

- Ak
%ﬁl’rﬁﬁbﬁkﬁ%t dEE
HT 4R B S I TPk 4H FRCIDR

« BFMHEE
Block,

/

= $111202.38.208.0/20
= VLSM: Vanable-Len h Subnet Maskin

4 EFCIDRMES:, B1

53

=~ ANA.B.C.D/N, X

KERPIS RIS n%twork prefix)

& FIBA

LR NOYETZR K

R E S T IR

24



+

ToIR A ] = 5%

CIDR: Classless Inter-Domain Routing

= CIDR Block4; B

IANA (nternet Assigned Numbers Authority) ")
RIRS (Regional Internet Registries) -=)

ISPS (internet Service Providers) ==)
Subscribers
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CIDR: Classless Inter-Domain Routing

‘_L ToIR A ] = 5%

n BIZRICE: Prefix
Aggregation

« AAMERIRNZA
%%/ CIDR Block
A ICR R — AN B ARS e

HI 2% % 208.130.28.0/24

- 160 sE2k00/ 2001 T iesine

CIDR Block®] LAyC

KR—% 20188 H ) 202130.28.33/32

208.130.16.0/24~208.130.31.0/24--) FTP Web Server
208.120.16.0/20 96

208.130.0.0/11

208.130.28.0/22




ToIR A3 8] -

CIDR: Classless Inter-Domain Routing

= MHER
» BRHIREH
. <PUEERTG/ BB KR,

k>

. ZECIDRW, B 2 B 3P 2 BT
WERESR, IS £ B UL AR SN 8

H KP4

ik

128.96.0.0/16

RO

128.96.192.0/18

R1

128.96.128.0/18

R2

%t H il 4128.96.195. 701434, ILEEHIBR HHRR

JLACKENIERE T —BEAR1

TEFERI, BRI
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i NAT: Network Address Translation

» BIBEHTCERNARE, 2PFIPHLAHE

« & FIPHLE: FHFInternet b 4oEHER, BERAE
Internetys B Ny ME—,

« HAIPHLE: A THRENBARSTHER, HEX

Efe & M N ME—
NAT: SEIMEAHNKZ S ENFEZE—N2FEIPHIE
apms 0 ROwE
I NS

[IRINIRNRNARANIN] |:|
NAT# % 98
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:L NAT: Network Address Translation

« ' HBRE IPHIbE
= 10.0.0.0 - 10.255.255.255
A single Class A network

» 172.16 .0.0- 172.31 .255.255
16 contiguous Class B networks

= 192.168.0.0 - 192.168.255 .255
256 contiguous Class C networks
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NAT: Network Address Translation

2

QB ¥ N bk R

202.38.75.11

JEIPHYL: 202.38.75.11

JRIPHEAE: 10.0.0.1

\

NAT

2

Internet : - AR
B HIP bk 202.38.75.1N'Pf@11k: 10.0.0.1

Direction Field Old Value New Value
out JEIPHEHE 10.0.0.1 202.38.75.11
In H K IPH 1t 202.38.75.11 10.0.0.1

FeBR (H 3R

D NATERIES R SHRIPLIR, HILEEH T ERRAM 7
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o)

A RR. FEAR MO R RERIPHIER, ERE —NERIPHILKE
M, T MMinternetB|AFBMNLEE ERISH, NATRATIEME ST AT
XTI AT ENL, BE F—& A EI RS A

Request received and
accepted.

Internet

10.0.0.1, 10.0.0.2, 10.0.0.3
"~ mapped to 202.38.75.11

b 10.0.0.254

Destination: 202.38.75.11

FRRFTEE: ERHTCPELH UDPE
C 10.0.0.3 SREXT, HHEENATHKEA
= / B R IPHiNE, BaEROS

1U
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NAT: Network Address Translation

AL

= 2% ML b A

Address and Port Translation

= B —F

INATH R
= ¥ FHIPH - FITCP/UDPS: 0=

#¥NAPT: Network

%D?ﬁ@tlﬁ—‘*iﬁﬁfﬁﬂ@r‘ﬂ% I FTP R % 2%
SR WA fTIE21 5 L, webfli i —

2, TCP/ UDPRI1E I 1 5 AU Hood 46 3 R
- NAPTBM’IETQQE%&%@WJIP;%L i

B TCP/UDP=LF5F

5

. ENATIE |, B S fr
MR R TPHLEE, 1S 1T FT A Y

s

i

\

VN
=N
SN

SAH

PILE

H

B iz177£80

—
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direction Fields Old Value New Value
out WRIPHuHE: JFmO5 10.0.0.3:1025 202.38.75.11:2000
out VRIPHuAE: YR3OS 10.0.0.2:1023 202.38.75.11:1011
in HEjIPHiak: BR¥wES | 202.38.75.11:2000 | 10.0.0.3:1025
In HEjIP#iak: BR¥wES | 202.38.75.11:1011 | 10.0.0.2:1023

C Eémoos |

f Connect/on request to port 80 from 'c' to
<web server> source 10.0.0.3, port 1025.

B
=

mapped to

10.0.0.3, port 1025

202.38.75.11, port 2000 .~

"202.38.75.11

Connection request from ‘c’ forwarded to
<web server> source 202.38.75.11, port 2000.
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Old Value

New Value

—

direction Fields

out WRIPHuHE: JFmO5 10.0.0.3:1025 202.38.75.11:2000
out VRIPHuAE: YR3OS 10.0.0.2:1023 202.38.75.11:1011
in HEjIPHiak: BR¥wES | 202.38.75.11:2000 | 10.0.0.3:1025

In HEjIP#iak: BR¥wES | 202.38.75.11:1011 | 10.0.0.2:1023

=

Wiy

<,~'::::.':':_':':':':-:-:—,’~' = 5

~— 10.0.0.1

N

—

(I K
{1\ K
()

| | 5

V1.1110114

#202.38.75.11: 2000
#3#:35 10.0.0.3:1025

/

Internet

...................... wﬂmﬂb

Web server

M LR AE
202.38.75.11:2000
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Chapter 7 Internet &

i TCP/IP

7.1 InternetE A H iR

7.2 IPHhE

7.3 HibEfET MY

7.4 IPHHiY

7.5 IPERHAE K

7.6 ICMP1iHiX
7.7 IP4H3%

7.8 IPV4¥ I FH™
7.9 IPv61iHil

L
E P
% |

105



‘L IPV6H] 5| A\

IPVAR] 3 f& A 17

e

itk R] A 2

—

B HH R SR BZ AR

\Pv6it LA

S B B A SCRF

H3IRE

IPv6
bk 128 LA

KH R RGH

BBtk

zaeh
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|« 32 bits ,=J|
Ver (4)|Hd Len (4)| Type of Service (8) Total Length (16)
Identification (16) Flags (3)]  Fragment Offset (13)

Time to Live (8) | Protocol Number (8) Header Checksum (16) 20 Octets
|Pv4 Source IPv4 Address (32) :
Packet Destination |Pv4 Address (32) 1) § @k asE, 128frihtKRE
Header | + | 2) LT ibm

Options (Variable) Padding (Variable) 3) Bk FIATIIEE, Ft T LR

| |4 BT TS, BT RS

I |

: Payload | V6: 6 fields + 2 addr

| | V4: 10 fields + 2 addr + options

I I

| —Deleted:

Ver (4) | Traffic Class (8) Flow Label (20) kY :'yepaedglﬁ ;2':3&
Payload Length (186) Next Header (8) | Hop Limit (8) identification, flags,fragment offset

_ “ul Header Checksum
IPv6

i Source IPv6 Address (128) = .
Packet | _ N | Qgtsded. _
Hisdai Traffic class

Flow label
-~ Destination IPv6 Address (128 -4 | Renamed:
- i foo8 128) ] length -> Payload length
v Protocol -> Next header

| 4 o time to live -> Hop Limit

| |

Next Header (8) _ Redefined: Option mechanism

Data or Options

lPaycad
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Packet without Extension Header

32 bits

le J
< o
Ver | TrafficClass | Flow Label K
Payload Length | NextHeader=UL |  Hop Limit
S
Source |IPv6 Address 40 Octets
/ Destination IPv6 Address
X
Upper Layer (UL) Header lpay,oad |
|
L. o :
Packet with Extension Header
Ver Traffic Class Flow Label E
Payload Length Next Header = EH1 Hop Limit
s
Source |IPv6 Address 40 Octets
/ Destination IPv6 Address
e

Next Header = EH2 ]
Extension Header 1

\

Next Header = EH3

Extension Header 2

\

Next Header = UL

Extension Header 3

\

Upper Layer (UL) Header

e s e —— —— — —— — — — — — — — — — —— — — —— — — —— — — —— —— —— —— —— —— —— —

;;{_;k CPd

0 4% FRUIE LR
4 IP

6 TCP

17 UDP

43 F-B&LAR

44 AP

45 IDRP

46 RSVP

50 QPN o Rk
51 WIEL b5

58 ICMPv6

59 y/ il R S
60 B 18 LI KA




i IPV6Y f& LAnIii )+

= IPV6E: A LFR

s 4k RIETEL R A
o [BIEEIELIF CBJFBELAR) - wmsmsts
o FBEKAR

n 57 3kAR A
RIS

o B EIFH
'{gﬁﬁﬁﬁﬁkﬁ§ /

> H R R A2
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IPv6HiL it

= 128f7 bk AT = A 21284  Hiht:

« Hig B, IR EEPFHKE
665,570,793,348,866,943,898,599/~ IPv6iiiL.
o PRSPAGTE, HRER _EFPJ5 KT H R IPve R hE 28 1T
1600
» RAFERAHTNEHE 508
=« 101025:1ab6:0:0:0:87:a76f:1234
« DL EHHER TR 81025:1ab6::87:a76f:1234
= BERD
::FFFF:129.144.52.38

« HHETERF . IPVOHLL /BT E
« 2001:da8:d800::3/64

|4
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i IPv6Hh it

« IPv6HihE =% 8] 53 AC:RFC4291
= HEHE(Unicast)
« FRREANED, IR HHE R 9 R RO
« H#FEHuHE(Multicast)

« HRIREE BT AR RN —HED,HBHIER) 5 H R

KR FA D
« fE#HbE(Anycast)

WY

« HRIREEEB TR LR —AED AR 2 HPRIE

BB AR~ 1 (HRHE B H Hh U E B R SO B )

*|Pv AL 3EZ% 8] 73 Be
-SRI, HFEMIE, R

PV A &bk EThee s H &bk Fr A=
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i INGE

» B HEEInternet M4 EIP K EAKI, EHEARPHHL.
IPES HAIRE 5 AHPEFHLH

= HETMEI4. CIDR. NATEHLH]
« SEfr#EfEtraceroute (tracert) . ping. ping -r

= BE5REM, ERMERER

« ATHIESYT: STEHRIMINFIICMPHMYL, S5TCP/UDPAFEZL
AR SO, IAEREB —ANINFIPHLHE R % 5L T anfe] SEBR
NAT?

= 7EIPvAr, f{e] SEBRZH % Huht 2 MACH: BE BT ?

= FHA S IWENATZ G K BN AT 4T 4 BEE ?
« fEAk

= 23, 25, 28-33, 36,37,41(F Fi}R)
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i Chapter 8 X% =TCP & UDP

8. 1M ERS
8.2 E S 1k
8.3 T EE:
8.4Internet+ 1% E MY
« P BIEHRHLUDP
FaE | B TCP

= 8.5Berkeley Socket
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i Chapter 8 £ 2

8.1 EMR %
8.2f&% = J-ht

8.3& %

#Z

8.4Internet [

« HPEC

\

5

8.5Berkeley Socket

=70

E R L UDP
EE ] P TCP



etz it E‘Jfﬂ_ﬂﬁ

mmmesn | —
|

B HERE 2 > PRLETh fE
it =

EHLA 4B

@ ft% EE %% 1 E% EE %% 2 @
B G S|

. , IP i HI{ERSE E -~ i
- fEHIE Y TCP F1 UDP B{EFISEE -

-3




i SRR %

= &5

\

= IREGEH
BAERE
5 M RPIERE,

=R BN
%*Z‘[:t"
R

%,
»
Jox

SER

= 72 Y 2] Y B

FRJ oY 2%

application
transport

networ

data link

physical

network

data link

physical

network

data link

physical

network

data link

physical

networ

data link

physical




{ o

FRRA U ZHIEEEE

2 o
AVASR

H,
oF

R i#t3E IRz: b

'U
>
5

@

AP
AP
im0 f&iEEH N A itEERIZ4E :%?Cr}%

s WwH
= =

4"U 4
3 % e | PR | ee, B
2 - | = s | = 2
1 A = | . 1



i RSN H

SEEH X

\

AR ) )

» MEERBITERPLIRNBEHS L, MEREEBT
R ENLE

= P AT BAAR:

0 §Lf”l_ﬁ‘?f Z_‘

N /\)_“)EHI'ZFE/

4

= X EEMN AR
EHIEIE

e

E

o N FH 75 R B A ) 1A= 5 = AR 55

F BRI B REE

SH D S5 MEREEE D
= BRRR T B 28 )7 R 4

T — MR BB, RUUER

/N




o 1AM
O %ﬁﬂ&% }Eﬁ%ﬁﬂ:'ﬁ% Berkeley Socket Primitives for TCP

mAP (BWNEARE = |
E——z;) -‘g‘:—i I‘E 'ﬁ%ﬁﬂ& % SOCKET | GIg—ANEiiiE e &
BIND ¥ — A bl BB — AN b
N J‘? ‘['Izlj‘J\ 'ﬁEIEJ:) LISTEN EREEBGERE, SHIFIRA
HEF ,z;ﬂli% FIFRHE  [accerr [mmamy, 5ok bEEE LR
% CONNECT | :32%iRg — Mk
) ) ) SEND TE38E B B b RIEHAR
" TZE § E’%H}g‘% il sE X RECV | MERHEE IR
IR CLOSE | BidERmEE:
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BRI AR %

2 %,/WW% ﬁﬁw%%%ﬁ%%ﬂ%&%%%ﬁ%%

IR 55 A P N iR 55 A
(RAISIERSER) MRA/EEER <ﬁFjJﬂ/§J—;iEij?—s9217k>
e R AR 257 A &
TSAP  ——ab d =R

[

(EHSEIR (e = = = fRITIY = — o LK =

L TPDU ,[
EO
W%%%%ﬁﬂﬁ/x M= ]J :
NSAP TPDU: Transport Protocol Data Unit

TSAP: Transport Service Access Point
NSAP: Network Service Access Point °



i Chapter 8 £%iZTCP & UDP

8.1 E R %
8.2/ E T 1t
8.3& LER
8.4InternetH K& E il
= F P AR UDP
FRITE | P TCP

= 8.5Berkeley Socket

N
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8. 2% = -1k

= HTEMEANLER

=iy

ERES %—/\Jﬁ/

tef=

TSAP: Transport Service

Access Point, XN &L 2 bk
NSAP: Network Service

Access Point, X &M% = ik

S L,

BriE

R XoF N E’JTSAPifliJ,i_lt

R, H— e

Host 1 Host 2
Application TSAP 6 Application
process / layer ™\ Server
Network Transport .
connection .\connectlon Tr:;:msport : TSAF 122
starts here | starts here ayer \
AN AN
1 L}
; NSAP Network E NSAP
' layer -
I 1
L i
1 L}
' Data link 1
' layer 1
I 1
I 1
: :
E Physical 1
' layer !
! Phys 1
r

————————————————————————————————

e, DA EN T

Host2 ¥ i 8] BR &5 AR 18 17
7E122ETSAP L, %ﬁﬂ&%

Host1 B R & HiEEE
R, HFIEHIETSAP=6, H
I TSAP=122,

WX 2% |2 4 [ Host2 | 3L 3%
B G FIEEENY, XA
Host2 38745

R Qne] RTE X 5 B
TSAP?
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i TSAPH’J%‘%EX?:‘P&

ﬁﬁﬁ?/ﬁ%@%ﬁ

\‘N

£ E I TSAP L

R ARSS A A (RN 44 i 1)

httD //www.iana. orq/aSS|qnments/port numbers

P_A

)??
%3

i hul

3. K
Z:

|

+

JH

AL

N RGEE —NHERSZ, BERER
,%nH'J~éﬂTSAPJ:, FﬁT'ﬁEﬁEﬁ

FRERE, WhLISHERS BB,
‘B8 3h B in RS 3R

12 FRER, SJHPRESSEIER, »
14 F ARG, ARG ZFTSAP,

s

i)

M. ) ik 95 BT Se B3R 44 T IR ST 4%

12
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i EHEFEFRR

= PEEARS V51 M (NSAP) &% AR S5 5 ) &
(TSAP) EI{NSAP, TSAP}7ilT —MEHL

R,

B
= Z£ETCP/I
L S

(TCP/UDP) , EN{IPHuL,
RA YME—FR IR —N 3
=, T{¥%/HIPHIL, 0%/
BERE Y H e B IR—

5 (port) ,

_‘ml_‘/

(b

Iﬂ‘%

EETERIRNSAPREISOE X
P}, NSAPSIPHubEXTM

N, TSAPXY

N bR A mwu

":_f’ WJ‘TX

%E’J%ﬁc /ﬁio
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i Chapter 8 £%iZTCP & UDP

8. 1M ERS
8.2 E S 1k
8.3 T EE:
8.4InternetH H{E5E MY
« P BIEHRHLUDP
FaIE H P TCP

= 8.5Berkeley Socket

N
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» EPLLEFE—NFEX, F

- 1a] E AL

2RIAEEZTF T HERFK

TPDU

» FHI2NE R ERZETPDU,
TPDUH B EFHIN SXHFS 5y

» FNIERRIENE —NEIEF

AL 21

2NNE

KRS R, ¥
P55y

-+—— Time

2L IR

Host 1




S BT AR
M Host 1 Host2 Host 1
Old duplicate

(b)

R (s
f. Eq =~ Jf)
Old duplicate

CR-EEER; ACK-EZEE
EbAEREKCREARNIN; BEcCAEREKCRMEREKACK

C
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-#ﬁ%%ﬂ
R BT — T #RWT DA

.x%ﬁm
« EEEEERLHBANSLE)
REIBER G — AR SR

A

3

R 2,
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i AR R

MEEEIDE, EH1
RiEF—ATPDU, BIEW
HBE T EV2, RE,

FHIAX KE—ATPDU
, HERHTEV2EFE
ATPDUBXZ BT E 4
Ri%ETDISCONNECT

TPDU, A, ZHEREE
RBBET, (B R B A

ERT,

CR-EEER

ACK-#:5%2 %
DR-ZEEWiFFiE R
Host 1 Host 2
K
ACK

Time
O
2

>

-

No data are
delivered after
a disconnect
request
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‘_L TR

RBERRERHZ =2
BF, —HRHBEBE
BERE A LENHRERE
&, MEFFXNTTHIA
; NATWERERE, K
IEFIAIRIC, FIRRRE
&, RETWEIHING
BRI RRIER

DR-ZE&W TR
ACK-$:3Z it

Host 1 Host 2

SendDR |—___ DR
+ start timer ——

Send DR
oR__—* start imer

Helease -
conneachon

Send ACK [—__ ACK

_‘—\_\_\__-

Release
connechion
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‘L o R I 43 2 5k

Host 1

Send DR
+ start timer

Release
connection

Send ACK

Host 2

‘\“E‘Lw
B

ACK

3

Send DR
+ start timer

(Tim
release
connection

(a) final ACK lost

DR-ZEHZWFFiE R
ACK-#:5Z W
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PREERUF R H R R

£

Host 2

Send DR
+ start imer

( Timaout)
send DR
+ start timer

Release
connection

Send ACK

ﬂ
pR
St
HMEEEEH1

//EH/

.hﬂqﬁiaw

Send DR &
start imer

Send DR &
start timer

Release
connection

(b) Response lost

DR-ZER W HE K
ACK-E:Z W I+
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Send DR DR
+ slar_t timer \ Send DR &
‘r__._r,__..r-"""" start imer
DR-EBTIF R

ACK-#52 Wt

LN

( Tin¥e0ut} —_—
send DR
+ start timer

(N Tir#eout!‘.'_i {T'II'I‘IE{JUI}

release release
conneaction connection

(c) Response lost and subsequent DRs lost
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i Chapter 8 £%iZTCP & UDP

8.1f5 4 E R 5%
8.2 EF 4k
8.38 L%
8.4InternetH &% E il
= FH PR ILUDP

o RS TCP

= 8.5Berkeley Socket
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i 8.4 Internet”d Hf&5 /= PHiX

= Internet 7 FH B

= AP SRR P (UDP:

i3 =g

User Datagram Protocol) , #tTi&E

EHIRS, "R, &6 TER R4 UDPHITPDURR A EETR

(datagram)

« fEEEHEH (TCP: Transmission Control Protocol) , &4t
ISR, HERZEERNRS; TCPH, TPDURRATCPEEE

(segment)

u JH:&I" %ﬁ%ﬁﬁz

= SCTP(Stream Control Transmission Protocol)iiZE#I4EHthil, &% % kR

F, R AT SR IR SCHIH
FIRPEE TR -

I FERE. REENT/RSE, FHENREHLH],

= MPTCP(Multi-path TCP), it % B AR S .

= QUIC (Quick UDP Internet Connection), & &8kl & B —Fh 2 T UDPRIK A FE i B
BPtER Z i (B TMARFEE) .

26



i UDP5TCP

» UDPRUTLERIIRST, EEEBR/IANTE
SEENLER . XIOTHIMEREEWR] UDPHEERS
AFREL RPN BER UDP AR RS,
L%E%‘“ﬁ BT UDP 2—7F %Aﬁﬁﬁfﬁm_J/ﬁﬂ
o BIIIPLIR S $E 5 SE i N & £ FHUDP

= TCP f2HEATEEN), THRDEREFIRS . BT TCP &
\_f-fFEEI'J TR ARES, ERE
ﬁaﬂﬁi%hnﬁ% KT, XU PR B T
%ﬂﬂ%bﬁﬁ%ﬁ@ﬁi, BE T2 RAAE R
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= TCP/UDP ¥ Ol R A2 Rk 515 H R (TSAP)

n g R FHSRAR RN R

o F—ANWIS N AR S v AR SRER

= 5L R AR R LB i 1 R R AT S AR R

RREREZRWBINTPDU (BEEHREEHEED R &K% K
15 BoRHIBE R 45 -5 1% 3w I SCHR 48 B 2

= HRT A S

21/tcp FTP R4 25
22/tcp  SSHJR %5 %%
23/tcp Telnet k45 2%

25/tcp SMTP A% BB iR 55 7%
80/tcp WWWIiR 5552
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i 8.4.1 A F HiE R L -UDP

= UDP: User datagram protocol
= RFC 768

= R BB SRR A B TR

s GIER IR RS
« AH[F (Unreliable)

« AR




i UDP:L#7

FimO | BeYim O

K E & 05 A0

UDP A P#IER (UDPLFR # &
55 \* "
= P e

IP #3EHR
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IPDykAR
0 8 16

JRIPHLHE
‘\ —_— H B IPHHE
U D P 7&1:/3-\‘ 0 B UDPKFF
=y 4 4 1 1 2
B IP Mk B 1P ik 0 |17 |UDPKE
=345 12 2 2 2 2

thsdr | B0 |BRRO| K B | KB

FEUDP%#E B i T fn _EIPDR L im

LEEHAKERNTHRZN, NEIEREIET —NFIN0FT
BRI A E B N0

(D3 tr+UDPLAR+ BB+ FTREHIIETE ) DL16 LA N AT R TG SR I

B RNONS, R MEANEL. BREZIHIBN, RKERIEEASH
(SSyE gl
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i UDPJ3;

= AA BRI R
n 2 -HR 5 AP AN R

= DNS: Domain Name System

= TEE . PITESCI B AR A

b . N 4ELLEInternetd 5| AUDP?




oL 8.4.2 &z ¥ -TCP

m Transmission Control Protocol-RFC 793

Sending Iachine

LApplication

Presentation

Session

TCFP: End-to-End Communications

TCF

IF

Gateway Grateway

Data Link

\

IF IF

Physical

Diata Link Diata Link

Phrsical Physical

\/"

TCP travels in IP datagrams

Internet routers only look at IP header to forward datagrams

/

TCP at destination interprets TCP messages

Becerving Iachine

Application

Fresentation

Session

TCF
IF
Data Link

Phisical




e
TCP 454k
e (Stream Transfer)
= TCPIEEE LML H RS, EiHHmT2MEVLH.
= WEBEIEOVLS: RIBmBRKENEEERRIEZE OR/DRE, WA
=AM BEIERZRE B RAEA; BioREKE EEEXNEEER%
EElE OF A FREIERE.
« JiEEH (Flow Control)
2254 (Congestion Control)
A& (Reliability)
o RIEWE: HRTEAL
= BlCm: RIEFIN, SELCEEF
= 2T (Full Duplex)
« —EE FERFEAN T RKTCPEIER, & BN SRIIH.
R BIE BTN EHE L (Segment)
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Source port

Destination port

Sequence number

Acknowledgement number

TCP
header
length

PIR|S|F
S|IS|Y]|I Window size
HI T|IN|N

M X1C
~0xr

Checksum

Urgent pointer

((
)]

Options (0 or more 32-bit words)

((
)]

{(
)]

Data (optional)

([
)]
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i TCP:L#5

i D/ H Km0 (Source/

Destination Port )
= 1667 HIIm A5
535 (Sequence Number )

= WIREEREE T E AN T IERE
RPHIAE.

#ilS (Acknowledgment
Number)

= WRIREEHEEBRIREOT T M
BRI FTRT

L47KE (Header Length)

= 4bits SBHBERILABKE, £
{ﬁinﬁ (4FF) , MEETKE
[ii]

%8 (Reserved) : 6bits, HO

- 32 Bits >
NN T T T U T T N Y A A Y A A
Source port Destination port
Sequence number
Acknowledgement number

TCP UlA|P|R|S|F
header RIC|S|S|Y|] Window size
length G| K{H|T|N[N

Checksum Urgent pointer

((
3]

Options (0 or more 32-bit words)

((

3J

((

B3]

Data (optional)

((

2 J
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i TCP:Lbr-rEAL

= URG “ 32 Bis -

.*EZR‘%%*Eﬁﬁﬁ' tIIIII\‘IIIIJ\\[IIII\\['IIIIIII
= ACK

- j’g%ﬁﬁ%&ﬁ;& Source port Destination port
= PSH

= Push , PR Sequence number

Acknowledgement number

= RST .

] i%ﬁ@%- -~ - g é : g 3 ll: Window size
= SYN Teer?;;r 6| K[H|T|N[N o

: Eﬁ?ﬂ%,%?@j@ |

% Checksum Urgent pointer

|

Options (0 or more 32-bit words)

FIN
o %%g%g%%ﬁ%,%

33

Data (optional)

e T

= ECE

= Explicit Congestion Notification

= CWR
= Congestion Window reduced
ECN{ ?
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i TCPk#%

32 Bits

ﬁDj{/J\(Window (I TN T (TN TN NS NSNS TN S S S N

size)
« HTHRERES, 504

Source port

Destination port

PRSI LT

KIF (Checksum)

Sequence number

= PRI TCPLARFIE

Acknowledgement number

FISEBEE, IR,
gﬂﬂﬁ%lp%ﬁ‘ hzgdl:;r g é g g 3 ||: Window size
E%’%lib%l‘) (Urgent length G|K[H|T|N|N
ointer
. ﬁﬁg%ﬁ B@%g_ Checksum Urgent pointer
EI

-
fu-

3)J

Options (0 or more 32-bit words)

((

3J

iﬁlﬁ (Optlons )
= BRABHEBRRTER -
= HBORE (J-K) %W

3J

Data (optional)

((
3J
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‘L HIPL#r (Pseudo-IP Header)

0

8 16

3l

Source IP address

Destination IP address

Zero

Protocol TCP Length
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i TCP%:
>TCP f§H “EE” (MAMUNE “wE” )EABRELRKFHE, EFB

TCP EEHIIm SR ANEED (socket) , BREEFE. #HH.
SEBEOMNMGO. IP HbkKLRE:

P Hbit iwnOS
131.6.23.13 1500
4 \
£1% O (socket) 131.6.23.13, 1500

>—2 TCPER R H R IEH B O AW T B O L i SRR R —
PRIRE), BITCPERER fuHFIRIPHEE. VRm OS5, BRI IPHLHE.
H K05 il RME—RR.
4. <136. 6. 23. 13, 1500, 130. 42. 85. 15, 25, TCP>
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i AR R RS

s TCPEARFERIPE AN HH#ER AL
ﬁ%mﬁﬁ%ﬁﬂﬁ%
o BEEEREST: 10 RIE NIRRT 2 (8] B i
Wﬁ?ﬂm£%%
o EEEHE. s E O AR B L it

ITEH, E}ﬁﬁﬁw R el sE s
il &

o BB BRI LS R EREROER:, KiE
LMﬁEWﬂMﬂmﬁﬁ$E\RMﬁﬁ
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TCPRA=ZEFH LR L ER

[ | gF(HOSt 1)%*@%TCP§Q%&: Host 1 Host 2
SYN#7EE1l, ACKIzHEO, % SYN (seq -,
Y146 51 E-SEQ=x D

s JRE%(Host 2)M N EERHIATCP
HyEE: SYNIREEL, ACKHirE
B1, &¥EWHF55SEQ=y, ¥
HXxi# 47\, "EACK=x+1
= SYN+ACK¥#EBREIERLF T HIE
= % (Host 1)Wi N B ATCPEL W
BB ACKirEE1, SEQ=x+1,
XTy#EATH N, WEACK=y+1
= SYN+ACKEEBREERLFETHIE
B =8 F, hostlflhost22 Bl EBHIIEFFIS . & H K/,
BRABEBRRTESHE, AR EEEENTIR

1)
=X+
ovn (gEQ =1 A5

<« Time




i TCPiE Rk Bent i

e =2b:

— ANTCPEEEN

TCPi%E

=

=

=, BIfERI 6

RE

2

FEHLR

'ﬁ?if:/ﬁlﬁ% Hz‘f DL
k. KMLTCPE

i
J&]

] B ABAE A R )

=2

S

Hostl

YA

= A

Host2

¥ TAE. (B R —4
Bl A oHME R
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TCPERE e 2%

Connection Establishment Timer

LSYNBIE B K, B EN ST ETHR, WmRE—E
F1E] (B1m65%r, witE) PRICBIMN, NERE R

Host1l Host2

S

Start Timer %‘
:X)

* | Timeout
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TCPX XN PR BUE R BUE B

TCPH 4 T HE BT AU T IS, A
e i

+

SBAETOT BTEL 0 7 AOSFIN =1 TCPBIIHA B3t
TIRINE, EEA GEHORERL A AHER.

T LA 55— AN ACKEE Host1 Host2
Bﬁnﬁi:/l\FIN%fc BEE

, WmgEn=pEF. | TN

ﬁ%iiﬁi WAME € FFIN
2B S8 THRY, XTFINS S AC

EE N EEFRANBA

IO A far SR P SR B, l

pREE. Arhs | Aoy
RE R o

=

ENLRIEFINSGERUS, MR RERIE |




K F| SYN
%% SYN, ACK

BENITIF -

o* L LISTEN
et WHIT I

v R

]
o*®

>

SYN_RCVD [=

k2] RST

1% SYN

K F] SYN, &i% SYN,ACK

Ve

>4
Ji% FIN

KM

"o sl ACK

FIN

[FIA T T

K2 FIN
15 ACK

| FIN_WAIT_1

3] ACK

%] FIN
K%k ACK

[FIN_ waAIT 2

Llﬁc@J FIN, ACK

) i% ACK

oa BHEAEIE REFIN WshXm
BB Ji% ACK | |
ESTABLISHED k == =wuu P CLOSE WAIT |!

EFKN EET-
B £  KIEFING
— CLOSING | v i

i E] ACK

W F] ACK

SYN_SENT
F I HF
1 F] SYN, ACK

LAST ACK pdauuss
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(RIS B 2% (Keep-Alive Timer): 24—
AT A PR B, ARFEATE B N A 2

i TCPR S B oL RE i 52
/l\@_

A — 5 =4 5 — J7 2 B ARAEE, WRE
RTINS, L2 izIER.

= B ER23(Quiet Timer): 4TCPERMTIT
Ja, APEZERE BB BOSEM S -, I

#a BT T

N B E I 2%

RV 5

AR [A] Foe H BRI, ER B

AR 11 1 I8 3%

B )3 1

<136.6.23. 13 1500, 130.42.85.15:25, TCP>
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TCP 1531 & X

Sliding Window

+

. Ef%ﬁ/? EKJ’ %ﬁﬂ’
» EAREEZFNRWER, REEHN, 0483
= REIEH]
« BT ATRE R AR REZ X RIEE ' DR, FE

KRR, RISWREE O RK/DRRERARE HKRP

« WX, BT URE—ANE B RPMAORIEIEE,
TR RIETFIERIAEAE . AT PURIA R SHE

(WA PR SFIEERE) A—F 35 FE A 75 B & 1K
/NI
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i TCPIg3h & 02445

s RIZMWERIE 900 FHKH

% 1%) FIKH
- Z%%ﬁ {EIIRE 75N, RIAE

» RiX TCP B4 —AN 15
B, 1BE&rm ﬁ*ﬁﬁ%zﬂr/\%ﬁc

— iXBEO

2 B ) B

. IEITRIARD AT BT

BE, XN 9
BIEE(MSS), TR

WL E]

ﬁ"‘ﬁﬁ@‘&%&'

1 100(101 200|201 300

301 400

401 500

501 600

601 700|701 800

801 900

t A] &%
£t

AR & iX

=

-

P



+

s REEWROKIET 400 ZHHEIE, HE
R2IXTET 200 FH AR RIFH A, FRE
RPAEE,

o P RIEWRIET] KiE 300 FZF

ﬁ

- ZEBE O -
=
1 100101 200 (201 300|301 400 @01 500|501 600(601 700701 800 (801 900
AIKE —l— FRAIRE —

TEET




+

o RIZWRWR) T XX ET 400 FHEEERIFIA,
%Nﬁﬁ%ﬂﬁiﬁé%ﬁﬁﬁ%ﬁ /N2 400 F
s ERE R LB K%L 400 F55 FIBIE .

- AIEB O48:) o
1 100101 200201 300|301 400 @01 500|501 600(601 7700|701 &S00 |801 200
s A
R ol
A] & i% o3

TEET
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RATATOERS), EHBHEAT T YRR, B a0
HI00FH, /UL H2005 W, BIEHASH, BARYE
R T RE AR, BLBIEHLBTAA H— M B O NE

E’l‘ﬂ. A F#lB
i JTHQ=1 , A BELIE 300 =%
SEQ =101 - AEBELE 200 FH

SEQ = 201 i%é\z

IACK 201, WIN = 300 ft.'i»tFA B 300 2% (F2 201 & 500)

SEQ = 301 , A TEER % 200 F45 (S 301 Z 500)
SEQ =401 - ATHERIE 100 FH (FFE 401 F 500)
SEQ =201 ~ AREEZR, [BFERXFS 500 USHEIE

<—|ACK 0L WIN =200 | 44 A B3¢ 200 45 (FFE 501 Z 700)

SEQ =501 . A EEER ¥ 100 45 (FS 601 ZE 700)
CACKZBOLWINZO0 | i s it (SIS 600 BOMUEHEILE))




N R R
1L 2K E

N 3 &
£ 2K E r

RIETCPIR W

I R —=\ |

1 5 s rohy
\

KIEFFTCPHE —
FER] PR 1% 2K
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ZEIPIX
(EF 1) gk
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a1
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Silly Window Syndrome

i BN REIR

» LRSI AN E DREIR:
. é KIEH KRTCPEXREZEWRIR B MK —F R E BB K
« HERFRTCPEMHX EW, B FSRAETKZEHAK
/INRORIEHE, T kBRI B S IR DA B 5 AR R i
B—ANFT, FREWRT X KERORPMA— N EH
B, REFNBRE-NFHEE, TREEONXHT,
n RRTIE:
» BIPRIESRERDPRBIEE, MEREFEE —EHENEE
JEBERi%E (Nagle®ix)
« BB RZEINEFTRPMIEOESEE, MERESREFH
T—EBENTTHZREHREBEAXS (Clark&ix)
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The Persistence Timer

FFEL e Y 4%
+

» FREENSEENE—MBOVD RN, PTEHE
NARFEBIEI . N T LRIETFIERERTE, Bl
77 RIZ—EWCE DNORIARIN . JER, W7 RIS
T—/\E%?T?ﬁ'lilj(/ \E'J%(E?EBi, ERER S S

e KT ARERE, RN BT K —
MNE OAORI AR BT, BB 3hFFLL et a8, SixEnt
AR IR A W RBIXT 5B TR K/ B B0 B
RETRE LT HHNEIRE, 3 MR
frima M MNRS T ' ERA, FHUIR0, N ER 25O,

75 ] |y A RIS EE .
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TCP HiLZ el 28

= TCPTERIZEH
PEE IR,
B — AR
A, WA
FERBIN B3
V& BN,

BRH e
#, B,
H iy W B 4%
ZBEERL

W”D

Sender

Receiver

=

Segment 1 (seq.1000)

Segment 2(seq. 1500)-///

gets lost

<—— Receives 1000, sends ACK 1500

=

E Segment 3 (seq.2000)

Receives the ACK 1500, <——

: which slides window

-_-,.

E Segment 4 (seq.2500)

E window size reached,
: waiting for ACK

: Receive ACK 1500 <———
§ which does not slide
: the window

v
Timeout for Segment 2
Retransmission

<—— Receives one of the frames and
replies with ACK 1508
(receiver
is still expecting
byte 1500)
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B RE. ERERE ( timeout ) M
i B Z KR ?

s AIEHH timeout &S 3 E:fE T
= timeout XK~ S8R E Iy ISR [B] K1
= TimeoutXi - EREZ RN DEREIE
o AR 7 B AR P 0 R AT,
§ ] —Fb A W 1 BB T B[] (R B B 3 S
Hix
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Picking a Timeout Value

S RIER, TCPYIRTZERTT, HTHREIHK
AR B TR] B B BRI il THE

iR
SN BRI, RN AR A8, R EE R
R AL, AR & N Bk, TCPRLI
BRI BT E, 0oAM, 3FEREE FmARBIERTT
RTT=aRTT+(1- 0)M
« oRPBIERTF, —A7/8
=« 19884EJacobsonii T H— P AR
s« D= oD+(1- o) | RTT-M|
X B Hor] BEAFE B TH Fo
Fﬁ%é‘l“ﬁﬁﬁﬁﬂl‘lﬂlﬁhmeout RTT+4D
XTE' 2 N A E E&?ﬁﬁﬁﬂzﬁRﬂ', MR L
5’%%153‘«[% I TR, B2 e Bk R o s —

— Karn®y:,

Ih'rlll

- Ik 5[15&1
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Timeoutik &

& ER, TCPHWRFEZERTT. REZED

Jacobson®&
= RTT: AR B RIfETHE
= M: HIREE R EE
= o, o: BIEREF
« D: WEXE

[%—mugw, RTTEE AM, DECAMEI—%, }
LSRR E—AM, EFEARES

RTTnew < oRTT+(1- a)M
Dnew < o'D+(1- ') | RTT-M|
RTT € RTThew

D < Dnew

Timeout € RTT +4D
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Delayed ACK Timer

s ATCPSZAARY B EHE B & e AR [B] 7
W, EHRAFEILNEISE, BRI LE
(200ms? ) A KRIEZACKEHEE ﬁnﬁ%
CIX BT H] N B R TR BIE R Eﬁ;zfé,
BRI UESERABRSHIANMER, B
I FEACKZER E I 8%

:L ACKIiE B} g B 2%
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JEFERIA

SACK: Selective ACK

+

BRI PR S A ESHIRR B, R

n I
Z W, FBrPe
(B EHIX (5 B
RIXmAEE

3

212

Rl A S e 4

5B

REXEHY

5 E

O] BeAt =R

Imll

B’L’?ﬁ I ”3%5

B RIEXED

R

%ﬁ%%?ﬁ%ﬁ W
R 5 R KA I ﬁ
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i TCPit £ 1%l 5 2 1%

= RIE N B EDLFER E R IE L B IR R

MEFEZRPEMEM L KEFE

i E%E*E%%%tl&ﬁﬁ'}%tl&ﬁaﬁ NE

» TCPHIREREHIPFIE T KiEFH T lﬂwﬁ%

BB AT SRR B AL E T

HRMEEEFR, ﬁﬁ%@‘iﬁxﬁ];ié

tatialy Ui EL S EESNE:

b

—l_a
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i BEEIE:

o ‘_—leégmtﬂmiﬁgmﬁéﬂ, %Ji Perfect
%2ﬁg%§ﬁbﬁ Hi; ﬁg‘*ﬁ” E | Maimmearyng
ongestion 3| Gapactyot |/ " pesirable
. I, TP, AAEBRSRE 0 5| N
= ﬂ%ﬁﬁﬁ Z‘EZ:iC‘J&T -E Congested
» MEHESSEIERE TR 3 /

= MEFERE AR EHHERASEIR A S

EN PN
SEENKREERDA

> FRELE % (Good

Throughput)

TCP 0] ) W7 X 2% 41 28 2

o)

Packets Sent

umu
i

R 38 ¥ H BB B E
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i B AR O

» F— TCP EBFELYPHAE

. ‘%t&;ﬁﬁ?ﬁ?’ 1 rwnd (receiver window) X#x A&

1% O (advertised window)

= HIZEH O cwnd (congestion window)

LA O rwnd 2B R E AQ*TEI'JF"

R -

et
Rid

3«5&

2 D R 15
el Luk Bl

-
0O
U
¥

T
L

o
R ERNE

&
7 B Sl o B 1/ 2
cwnd mﬁ%@ffﬁ ==Y i

%’éé

LT
& R IE N -
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i RIEE O

= RIZE DR ERME:

s RIEWFIRIEE OB _EFRAE N 4 BUN
rwnd AIHHZEE O cwnd XFE/NEEA

B L% PLR A~ A RE -

RiZE O _ERR{E=Min[rwnd, cwnd]

= 34 rwnd < cwnd i,

R IEE N IR AE.

R

W B D

jﬁ/,l\ﬂ(]_‘/l\,

ZWCRE T PR

= 34 cwnd < rwnd B}, ]2 M2 Z R H] &

EE OB ANE
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i TCPHIZE = A

« 1853 (slow-start)
« 8% (congestion avoidance)

70



i 18 5 Zh B

EERENAIY, MEE DRI NiXE:
xj(%U E"J'[Xi
s RIEU KIE N B KRB B %[ﬁﬂfﬁWAF
HAEE O K \7J[ 5 @E@Y%?ﬁ IEEY 3w
‘%Mﬁl PREHE B 2 2R B 1A 2l o B
K7D (%m%%ﬂ MEFEH])D
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Slowstart algorithm

Initialize: cwnd=1
for (each segment ACKed)

cwnd += cwnd
until (loss event OR four segments
cwnd > threshold)

= exponential increase in ire
window size (not so slow!) ; }

= loss event: timeout and/or
three duplicate ACKs
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i Duplicate ACKs: Fast Retransmission

TCPYER K RSN B

100+, RiEH NS
0 K/MNAN4A00FETT

Nlost
9=2p
1 _101
[ o
= Se
5 01
®

A
2 Duplicate p\C\i‘\'O
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>
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~
n

.
X
\
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i TCPH & Bkt 18

(n I PNERMGEHR, BREE D EN BB

1%
=
Zl]

o & B =

\

BKE, #&XE®E3R{Essthresh.

KIEGH KX E O HES DMl E O R
&/ME, FHEREERRAAHITREIER .

Rixvma W E 17X rE &K HRBERRPIN, BET
—IRRIENBHET O MME. TTLHEE O MNLFGER
R K

FEE O K Fssthreshi), MERKHEET DML,
R E DR K

MR HBAER, PURANHEE O{ERE, 1EAFR
ssthresh, R EHEET O AL

iEJ:JZrS:L_/%

|I'rrr
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‘L TCP 2 1% il HIR L

18 B2 ! L ES L FEE@J
TCP Tahoe

0 2 4 6 8 10 12 14 16 18 20 22
|
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i TnER -Kadditive increase

s “INERER ?‘“Wﬂmﬁsﬁﬁaﬁ@m, -
WRBIX T E B EFIFINE (BI&id—1ME
REFTE]) ﬁn?ﬂ%ﬁs% W¥I—4 MSS X
N, EREEOZBEA, UPTEMgE R
H P37 22
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i ey /> multiplicative decrease

s “SREERVD “RIENBIEREBIIMBOE A
%sﬁﬁﬁf‘ , REHIN—IKEBNEE AR
ER BRI ERN (BB — R4
£), E)E?Bl% o 5l {E ssthresh B A
I ZEE O3k 0.5

s AL INE BN ZER, ssthresh mt T %
BB, PDIARKEBDIEANBMEFHBHEE

[AIMD: Additive Increase, Multiplicative Decrease}
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i M B AR R ik

s (PUHEE

R3L.

2T A 5

IR 3L

%) JRAWBNBESE=AERRIHIA
iy, BEPATBre s rHE R,

BN B E AR E R
vt As i Iy

uwu

X E

= (PUEKRD JHEFZEH, T “IZEN”

KIEImIE A& &
ssthresh, R)57F

K7D, FHER

#:, 1t ssthresh %

W

BEANSHTHEE DMER .

BENFHIEESRE

APATHZEB RHEE ( “IE
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‘_L TCP Reno&

MZEE O cwnd WE| 3 MEERIRIA

A

20 “hsEEK”
ssthresh HI#)451E 16 - .
FTHY ssthresh B 12| fooeeee

O 'I%Eij] \l“. /./

” MATIRIE R E BE

IR TCP Reno
NS A” A
- /.’/./'
/'._TCP Tahoe k<
* (BEFAH)
&
| | | | | | | | 1§§ﬁ]>x§&

O 2 4 6 8 10 12 14

16 18 20 22

[Linux: CUBIC TCP (2008) Windows: Compound TCP (2006)}
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i Chapter 8 £%iZTCP & UDP

8.1EmERS
8.2 EF 4k
8.3/ L ER
8.4Internet+ 14 E thHiX
= P EFER P UDP

= I TCP

= 8.5Berkeley Socket
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8.5 Berkeley Socket

= SocketfjF=E MK R

%UJ%‘UOI—R FH i) llj(”'%‘ Berkeley & &, H
H 2 n(BerkeIey Software Dlstrlbutlon)
UNIX 4. 1%&413,%% B fERE I .

= SocketiE & Tﬁ‘ﬁi

%%Berkelex Socketsi)| 2w MNAH, SLTERH],
Sun. MSZAFIIEHHE T &M dosAiwinFE & i
windows sockets {131 a(WinSock)

. ‘S\g? Microsystems Javath il 2 T W@ =R

= Linux T HJsocket4t & T BSD socketsi] X%, {H
sl
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* Socket /5 iE

JFiE P4

SOCKET | G (138 15 b 4

BIND B AR HE R B R AN BT Sockets APl = ¢

LISTEN AR ERWOERE, 4 HBAGRN

ACCEPT | FHZEWH 77, HBIA ANRER Bk

CONNECT | F:z3hzil g r— %

SEND TEfE g bR IEEE

RECV MR E IERE E R

CLOSE FETIR 72 [ IE

TCPERFF1E
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Socket®|Socket[{iE{E

lent Process

Server Process

s BOBEEE

FETCP/IPME N, WASSEEE K SocketiE B X EXH
2 M [R%% (Client/Server,

R HRFIER, R54H

T2

C/S) 7
BKRIE,

R, B HARS%S

#

/N

EAHN IR 65



|

= M _ETH AR AR A

» B S RESFHEENIEHZIEXN IR, Fik

T ERNE

» IRSFHER— R TR BRI A
BRRIBIT, ZRFTHE—E ?E,Eﬂl

Hl/

W ERIEZ

2P HEMERS LR NIPHLL. I OFER
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TCP Client-Server3: g

M [FIERE i AR 5588

v
socket()
v
bind()
v
listen()
v
accept()

v

FEHEWE—1FF
FIERERMOERAIE

{

read() o

v
AbIERR SEK

!

write()
v
fEset
!

close()

WEiER
#AROERK)

HAB(HE)

M [FIEE R E P

¥
socket()

v
»| connect()

.
write()

B{E5E

close()
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UDP Client-Server® EiifE

TIEFERARS 25

.
socket()

!
bind()
!
recvfrom()
v
FREEE FI M E P B 348 0 1k

)

ALY AR S EK

l

sendt0)
J
AiEe

l

close()

TIEERRNEP

L4
socket()

v
bind()

v

$ABGERK)

AB(E)

sendta()

recvirom()

e

close()
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i NG

» BELMEREARTIRE, £ 2 Internetif L5
z:ﬁM(TCP%IJUDP, DL ERE L. E
R PRI HLE.

= T Socketh)z | | IRST 4R miE

» H—PRARBTCPE RIS ETE, EE
ﬁimﬁﬁkxﬁ

. %Hﬁﬁ%ﬁ E%%E%ﬂmpﬁwﬁzﬂﬂﬁ' OPLHEE 45
, R ASH X EARE
.:33 (BHMR) : 19. 23. 26. 30 35

\‘N

\
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x 9.28H 4 2 41 (DNS)

n 9.3 S5 (FTP)

= 9.4WWW(HTTP)

= 9.5 T34 (SMTP)




‘L Chapter 9 v [ 2

s 9. 1L T ETG R R T
x 9.28H 4 2 41 (DNS)

n 9.3 S5 (FTP)

= 9.4WWW(HTTP)

= 9.5 T34 (SMTP)




i 9.1 28 B 1 B A 7 1) A =X

DAR IRy A0 i E AR -2 I L =45 50 (time-sharing)

= R PZ AP IECPUBTR MBI A Th e, “um A H T a2 1%
)\5FD AR

o DURSS & O R I-Z I = (resource-sharing) i 2\
=¥ é%%&?élﬁf“ H, SRS 48, FTENIRSS 4%
s B/ IRS 2 (Client/Server) =t
= FPAG: %é}fﬁ;ﬁﬁ T2 R IR S 2% U5 1 B IR AN BB R BT —A
R 58 TS -
« A HruG (BRZE5) [Ehm (RSG5
n X155 (Peerto Peer, P2P) =\
= RRAT: FHPRIRIRAFRERIRES, it
» =it%H (cloud computing) #R=
o DAWZE gt i AR A
= MG BRI



=P IR Ss # i =
(Client/Server)

RS

|

e L
AR 55 45 R

Wk 55 BX 5

W55 B R A% 0
AR RS
(TCP/IP)

WX 2% 422 [
|







Xt AR 2
* (Peer to Peer, P2P)




i P2PH5E X

. Pzpﬁﬁﬁﬁm%ﬁ%‘@“ﬁm 188 77
, Lﬁ—ﬁ%ﬁuk;@~/\ﬁ{*‘*

iH. FEP2PEEIES,
G Hﬁ‘%ﬂ&%ﬁ%ﬂlgﬁ

FMEE TR

i

. PZPW%EJB'J%B EIPS

IP2PiE G

FITIRE -

’ 7'%% FAE L‘ﬁm%ilﬁﬂﬁﬁﬁim*

g

IImIl

i%lﬁ]% (Overlay Network)



P2PIZE £ Gt i 1) /5 2\

o« AT HRMRSE
s T O H SRS A H T B R AT A E AL
= SETI@home. Napster. Groove

= ARSI
o ARG RS, BRI E S it
= Gnutella

JRIREEH
o R RPN R R L, R

, R R AR FZ Bk 07 2K E A B

= KazaA. Skype

s GiffP2P
o KBTI AT AL B SRR
= Chord. CAN. Tapestry. Pastry

s B I 20 Y s R AT R RE L B IR



i P2P ™ 2% FRFIE

= P2PRER—NNHEME, —HM
3L SNy ) s )ik

= I R
= BIRPAAES W, ﬁ‘[ﬂ%%ﬁ

— M IREG S LT EE, AEE

291 Jv] 72

= HRZIAA]

/A

335

/llul

b T1
Ir 3
> Y 8
bbb

[LLP

R ERE, X HHLER

BEMRMAE: BEt Rot, TEEE.




ES TNV

= NICHILEY
/U

B ﬁéﬂéfxiﬁ%f/
1P2P N

=

VoD%5) -MNHEHFE

1) Zom 2 44 2 1

B To LA B B TR

N

ﬁiﬂmuﬁﬁéﬁiﬂ&ﬂ (SERT I

GEL

10



=it E (B

CAZATHD

5 AR N A
—Z 15

Emmm l@]

Y
»,
o" '.'
A0GHEr,
o .
.
4

0... ..0
., o
Q&8 %
o e
.0 Q.

vSwitch
VEPA
Emnm
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L

i)j |2 B R e 2SR A0 55 8

IETS s

n FEERN A RV ENRE
%, HIiEF . Dt

o« USRI EI00% M = REENXIER L SER
SEfLH, IFTPSE, BHah AR ER . sk

NEZU NS

I o UL FE A 3R HE AR

b gy e BiAn o AL i o
PRl (& A

o LIS 77 B A i E Y



IRt R

A BEER WE SER

XA AER o y "

e-mail AER B o

Web R AER B 7

SERTEA  RFER Z4i: 5Kb-1Mb 100’s msec
RFER A 10K b-5Mb

RSN RFER Cifls few secs

A2 B IR RFER JLKb/s L E  100’s msec

&Rl H AER 5P yes and no




Internet 1% % =3 1 ik 5%

TCP service: UDP service:

connection-oriented. setup = unreliable data transfer
required between client, server  between sending and

reliable transport between recelving process

sending and receiving process = does not provide:

flow control: sender won't connection setup, reliability,
overwhelm receiver flow control, congestion

control, timing, or

congestion control: throttle bandwidth guarantee

sender when network

overloaded |
does not providing: timing, ~ Q: Why bother? Why is there
minimum bandwidth a UDP?

guarantees



i Internet™. FH X M (4% 4 )= B

NMA MNMARBIX
e-mail smtp [RFC 821] TCP
WiEEM;  telnet [RFC 854] TCP
%M (Web)  http [RFC 2068] TCP
XA ftp [RFC 959] TCP
RS THEHN TCP or UDP
(e.g. RealNetworks)
RS2 NSF TCP or UDP
IPHEIE  THWHN typically UDP

(e.g., Vocaltec)




i Chapter 9 v H

n 9.1 2% BTSN R A =X
x 9.2 %24 (DNS)

» 9.3 k55 (FTP)

= 9.4WWW(HTTP)

= 9.5 T3 4:(SMTP)




Il 44 R o) B

L b

él]ﬁéﬁﬁg*ﬁﬂﬁ Bilbe KEMIGTTERIR

[%iE] Sk 2014401821H16:35

%&]EL_DZ AR ERREMHIAEMX, AREMNSEIRE FAEEEE,

T Y R R
» HFRNRSHR, RREBRKAEET63IFR, £ANEE255F4F

= if.ustc.edu.cn, www.baidu.com, www.ustc.edu.cn,
news.sina.com.cn, .....

« B4 %% (DNS: Domain Name System) i 584 K4 e

= F P BZE K ER 3 P 28 ik 5515 10) 41 7 224 FHDNS
= WWWIRSS. SUHFEHIR S . TR IRBZ S



e B 1B A I 4 PR
F TP ff

i A ABGNBE RS

-:; o, =3
\:7.1:-__ z___;:,E’_ﬂ.-' J ""f.
o € T ENE

s
» | . QO
BRI 7 ) <
R L L/

hosts.txt &

/ USTC vl | 20253054 245
1 AHU WY | 101,75 150201

Bady Bate | 119,75 21942

%% IPHAE

Ej@?ggj}? | HI I %4 2 4:DNS
1) ) b= _\ IN

K, 7B R B j RN NAY, j Domain Name
2) B EHEEME, U System

B Gp B A R




i B IkAY 4 22 ]

= B
» AW RS TFHRE

= DNSKH E IR 4 725 [H]
» BNRRATEN BT, BNBTRNE I, X
2 BRI

« BaHEXZERUR EREZFRFREAR, ARBERTFRE

F . ®FF, #in ifiustc.edu.cn 4,2
H2E

- SRR TR BT T — R, AR
ﬁﬁiﬁﬁﬁ?ﬁ
« BEOANTFE, UREBNTERET (548) BITA4




i B F 2]

AR A2k

cn T2 35,

in ' nl
NN /N VAN

bob alice

1) BMEBEREEREE T - BRNSNTasa, HFRZEELDRENR

2) FRET AT RCE RN, B AMNET S B2 SRR, HFE A
IR — BN REER G VR4, #Flwif.ustc.edu.cn



H TR 44

com Commercial organizations
edu Educational institutions
gov Government institutions
int International organizations
mil U.S. military institutions
net Networking organizations
org Non-profit organizations
Country code | A country

[ o W R AL TR, TR W 4 30 57 }

. www.ustc.edu.cn




i AR T

= DNSXH oA HEa EHE

: ui%ﬁﬁi%{%ﬁlﬂ%*ﬁﬁ%Aﬂﬁ%ﬁﬂiﬁZﬁﬁ%ﬂ, XL R 25 2R B A

C PUmMBRETAFEAR, WS BT O TRIRANE
AR ER LG TR, WA

. DNS%H

« KHAEF | RFGAFBEBRN, 27 AT 4 B 2 e KR P B B AT
A Htlﬁflé%?%% (resolver) , ﬁ@ﬁ%&ﬁ%?ﬂé%%%giﬁﬁiﬁ%ﬁ?
« fERETRAUDPIHMY, % H-5A53%

= Unix/LinuxZ%ii#EidBIND (Berkeley Internet Name Domain) #fit
DNS/R %

P mail.ustc.edu.cnffIPHI 142 Z b 7 ~
% (e ‘ °)

' 202.38.64.8
'

Name Server Resolver




i e

Generic *| |*— Countries — TR

DRCORCORCI R ...mw
@% RN N
_ keio CS
D A

pc24

flits fluit
LDNSZ??I‘HW&%U%%—%KiiBﬁIZﬁ, @4\@3@%@%@}

O

FEZ XN P42 PR 588 B, RS48ROV BT 7E X S 3%
B RS54




- EE s B S B EEE e B EEE S B By,

i A ik 5 4%

= Internetftyi fF%/\?ﬂéFUfE i B AR IFOLR iiéﬂéﬁljﬂﬁﬁiﬁ
nternetfty i@& incaleli

Xl NE (zone), HEXKX
ﬁﬂ%?ﬂﬁ%ﬁ%
% ustc.edu | edu J B2 2REE
_____ ot D=
ustc.}dLN ustc |
| Xigi ; I
xiijiustc_edu ] ee.ustc.edu :
AL 7 R 5 28 CS ee/ Xigiee.ustc.edu |
N | WEREFHEES
_ | | ‘ - l
ai  vr wn if | —— :
)

I I S S S S S S S D D S D S S D D D D S S S B D D S S B B D B S S B e . .



This file holds the information on root name servers needed t
initialize cache of Internet domain name servers

(e. g. reference this file in the “cache filed”
configuration file of BIND domain name servers).

This file is made available by InterNIC
under anonvmous FTP as

file /domain/named. cache
; on server FTP. INTERNIC. NET
~ ; —0R- RS. INTERNIC. NET
last update: November 11, 2020
; related version of root zone: 2020111101
FORMERLY NS. INTERNIC. NET
u *E g g H& é% % ii ] . 3600000 NS A, ROOT-SERVERS. NET.
]ﬁ éﬁ g Hﬁ A. ROOT-SERVERS. NET. 3600000 A 198.41.0. 4
)\ A. ROOT-SERVERS. NET. 3600000 AAAA 2001:503:ba3de::2:30
%’ %% E(J I P:Hi]i[[: - FORMERLY NSL. ISI. EDU
- é ﬁ% :ﬂ: ﬁ‘ 1 3 /N *E Z . 3600000 NS B.ROOT-SERVERS. NET.
. ROOT-SERVERS. NET. 3600000 A 199. 9. 14. 201
? H& % %% ﬁ m ﬁ . ROOT-SERVERS. NET. 3600000 AAAA 2001:500:200::b
j‘ % l.i *l] . I j ﬁ . FORMERLY C. PSI.NET
/\ . 3600000 NS C. ROOT-SERVERS. NET.
E 9 AN l H& % %% i . ROOT-SERVERS. NET. 3600000 A 192.33.4. 12
IS._‘ [ % m H ; . ROOT-SERVERS. NET. 3600000 AAAA 2001:500:2::c¢
Zl-\‘ é é _ l E FORMERLY TERP. UMD. EDU
%%’H}& Eg§< . 3600000 NS D. ROOT-SERVERS. NET.
. ROOT-SERVERS. NET. 3600000 A 199.7.91. 13
. ROOT-SERVERS. NET. 3600000 AAAA 2001: 300.2d. :d
https://www.internic.net/  HORMERLY 5. NASA. GOV
doma I n/na med - rOOt . 3600000 NS E. ROOT-SERVERES. NET.
. ROOT-SERVERS. NET. 3600000 A 192. 203. 230. 10
3600000 AAAA 2001:500:a8::e

. ROOT-SERVERS. NET.



i BRIRIC AR 2\

= ZEJEIEFE: Resource Record
= ZPRF S URF LRI ERET A XA KA HRE R
= SRS 2 FIRGHE—ANEL, WERR—A 588X ME
FEIRIEFK. FreADNSR G SLRrT et R 2 B B — &/ idx b
» —%BEFCFILHFSNFR:
= Domain_name, Time_to_live, Type, Class, Value

= Time_to_live: 7707 1H], #lun, EEEKKE—K (86400%))
, BWHIE 4% (60%))

« Type: FHHICFRHIRE CF—FHEHAMBE)

« Class: XfInternet, BE£IN

= Value: FJDLEHF. BALZRASCIIESA, HiENHETioFHAKH




Type Meaning Value
SOA Start of Authority Parameters for this zone
A IF address of a host | 32-Bit integer
VX Mail exchange Prionty, domain willing to accept email
NS Name Server MName of a server for this domain
CNAME | Canonical name Domain name
FTR Pointer Alias for an IP address
HINFO | Host description CPU and O5 in ASCII
TXT Text Uninterpreted ASCII text




"r'::'s".\'.r'EJ'.'ﬁ'If """ SE&'G’G'"TN'S’E}A """ stai'boss (952771,7200,7200,2419200,86400
cs.vu.nl. 86400 INTXT "Faculteit Wiskunde en Informatica.”

cs.vu.nl. 86400 INTXT  "Vrnje Universiteit Amsterdam.”

cs.vu.nl. 86400 IN MX 1 zephyr.cs.vu.nl.
cs.vu.nl. 86400 [N MX 2 top.cs.vu.nl.

flits.csvu.nl . B6400 [N HINFO Sun Unix

flits.cs.vu.nl.86400 [N A 130.37.16.112
flits.cs.vu.nl.86400 [N A 192.31.231.165

flits.cs.vu.nl.86400 [N MX 1 flits.cs.vu.nl.
flits.cs.vu.nl.86400 [N MX 2 zephyr.cs.vu.nl.
flits.cs.vu.nl. 86400 [N MX 3 top.cs.vu.nl.

www.cs vu.rgs400 [N CNAMEstar.cs.vu.nl
fip.csvu.nl. Be400 [N CNAMEzephyr.cs vu.nl

rowboat IN A 130.37.56.201
I[N WX 1 rowboat

IN MX 2 zephyr
IN HINFO Sun Unix

little-sister IN A 130.37.62.23
IN HINFO Mac MacOS

laserjet IN A 192.31.231.216
IN HINFO "HP Laserjet [I1Si" Proprnietary



i IR R RE

« BEIC3: Authoritative Record
« REBEZICKPBENE ZRS %, HtE2

IERE Y

= fliNeeis.ustc.edu. cnftustc edu.cn3B xR 1 44

TR AT E R RITEE

A

K 1% 45 7 Bk 55 28 IR [

[¥j 5% Feeis.ustc.edu.cn E‘Jlﬂiiﬂﬂ)ﬁmﬂi
» Z7idF: Cached Record

» ZPRGBEARE S

LB R A IR R,

XE AR TTLER A E, STTLTHN, %4

AP BR



n

Name server

Resolver

M AP EV HwebfR4SHf, BT
PAFEDN 2% 8 Aweb Rk 525
R4z, P ERREENT 3
SE#H A LK cachell &

hostsCfF, WREAXTNRE
gﬁ&;})ﬂﬂ )2 R %5 2518 R4



i R g i

» BWIHEW (recursive query): #iE R4 F

AR 55 23 0 B E WA BT R SR, B e A

HeEemy kg e, FHiE SR BEED
A CIRTabre

o ERE# (iterative query): A4 7R 5558
ﬁﬂ%ﬁ/xﬁﬁ%ﬂfﬁ’hﬂ% T)Eﬁﬁiim)%%\%%
TR ATE R, BIERI S PRS2 1 R %
ﬁﬁiﬁ%ﬁ M HE R i 2 IR 8] — AN A] A 1 1)
YR S5 A HL




i &AW

). EiHif.ee.ustc.edufr X N K ZIFE LK

Resolver

flits.cs.vu.nl

»
»

USTC EE
name server

ee.ustc.edu

A

VU CS
name server

cs.vu.nl

USTC
name server

Nname server

edu-server.net

v

ustc.edu

A

s
o




i EEW

). EiHif.ee.ustc.edufr X N K ZIFE LK oU

Name server

1
flits.cs.vu.nl 1 c¢s.vu.nl

edu-server.net
2
VU CS 3 USTC
Resolver name server 4 name server

ustc.edu

A

8

5
6 USTC EE
\ Name server

ee.ustc.edu
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n O. 145 T AN T Tl A =X
x 9.28H 4 2 41 (DNS)

n 9.3 S5 (FTP)

= 9.4WWW(HTTP)

= 9.5 T34 (SMTP)




i 9.3 ik %% (FTP)

s FTP: File Transfer Protocol, RFC959
s HIY: XHFERIE (CEAREC R ED

FTP file transfer ‘
user ) g
interface

local file Ej remote file
system system




FTP Model
%ﬁéﬁ%ﬁ%%

55 2%, JFEIRIS ettty
PPFWIHOCOIHIGFJJ% [ o 2 -

DI P4 Dlaitel reiflssisr 1G]

AT AR -?ﬂmﬁm%

B e, O SO
K »
e | (E T

EHEZR-HRSEEZENETE, JEERREFTETIT



Fp XA RPN (R D

client iy AiEIE: 21 ftp server

= T

HyEimiE: 20w 1

5151 5150
PORT 5151

oK

b
KERVR /TP LB I
e

— T OK




‘_L Ftp SCARE R (BB 0)

cllent T & EIE: 215 ftp SETVEr
E——
- MR >1023
5151 5150
PASV |
\
— 3267
T
OK3267 ——
-
— | B
oK
=




i Chapter 9 v H

n O. 145 T AN T Tl A =X
x 9.28H 4 2 41 (DNS)

n 9.3 S5 (FTP)

» 9.4WWW(HTTP)

= 9.5 T34 (SMTP)




i 9.4 WWW(HTTP)

= 4R (World Wide Web, H#RAWWW)EJE T 19894
BB BT AT, B KR, AR fE i % web I
IS SHR, web R 1% 5K HAHTML(HyperText
Markup Language) i5 é‘ BXHHTTP (HyperText
Transfer Protocol) P}, ﬁﬂﬁﬁﬁﬂﬂﬁ%& browser)

RWE

= JHENTTAEER A @ E A (hypermedia) &4, ER
A (hypertext) R4 T 7
» —MNEXEHEZANCATEFEE ink) . FHE—MEETERP
B A — XA TE . AR TT R HIEER .

« BEASEXAKXARREANENFE. BXAREHNEE ARG
B, MBEARELEESHMERITANEE, AR, BR. &
. ZhiE. Y%,

« [ERE#ER (hyperlink) $R, B PR H— X —AHH

W




B (Hyperlink)

7R B R B B L TUH I XA AT &

s, AT E—PN X —MR T
%ﬁ?%’é‘j___..%
mnnR % ’%@
AN igf/ w F' &@‘@ *‘@%@
Web R ‘o‘g“@ "~V\Lebﬂ&%%§ B‘o"‘
FEA e

Webﬂﬁs’éiﬁD WebPR552% E




el fy 44 3 A8 R BN Internet
i EFHyweb i H ?

s G — % IEESLLTF URL (Uniform
Resource Locator)Kir4 /5 4 L]

%ﬂ'WEbﬂ
» AR EEE M nternetITEERNES
HE— R IRAT URL




i gt — B IR DLFF

=« URL 2%} 0] DA \Internet 18 2|5 B IR AL
B A R — MRS R

URL

o URL g A= R
FHIX T AR ﬁﬂ?%’

hr, ZRGuta] PR B2t

B BRAEREEN %
. URL7|°H *~/\jc4¢zi P 2% 315, |

ATV I R — AN 4T

s AGfERERtpY, BE] DUE

telnet%tj

K1, URL 2 5InternetiHiER] 3

=ftp.

E—Fhah R AR A T
Mo A EFRENT B IR
TEPERIE, WIFFEL,

!

16048
B E T

17




i URLH—R& T

a1 1IN

EHlER.. BRERXHZ=BTHERK, 3

URL FRIFFNKEHPNERBTEK.
sURL E(J_ﬂﬁﬁgﬁ%

B

<8 >://<3

=3 > < O >/<BB R M X H&>

ftp —— CEFfEHIMYL FTP
__| http — BXARFEWY HTTP
mailto — & IiXHB FHi&



Name Used for Example

http Hypertext (HTML) | http:/iwww.cs.vu.nl/~ast/

ftp FTP ftp:/ftp.cs.vunl/pub/minix/README

file Local file jusr/suzanne/prog.c

News News group News.comp.os.minix

NEews News article news:AADT34223 1 2@es. utah.edu
gopher | Gopher gopher:/fgopher.tc.umn.edul 1/Libraries
mailto | Sending email mailto:kim@acm.org

telnet Remote login telnet:/www.w3.org:80

URL (Uniform Resource Locator)&i— %y e hr s B =B 20k Bhisds

sl 4 s SO AR S A 44




i AR PHHTTP

o SRHITCPHRI, JAHEmH 480
o HTTP & /i4EM LR Al Sp i ag e (BASCA . Fa. B
(RS20 22 BRSO B LA
o TARER/MRSaBa, FRe s m LA o5 s A& AT A
HITH S, AR 22 FE B R E B
o HIFSMRSSRR MR, RS SR
o EH G RIS THTTP
o KHITCPES:



HTTPJE B f&E#d &
- p—— web fi 5585
i = SEIETURL OB SEIE

Sy mEE

*Eﬁ HTTP *EF]"_ =

- /_%
N y A
(HTTP £tk TCP & \)——
{\I\JJ/W
Internet

BT TCP &E#E

HTTP igKiEHE

ol k7 T1 -
SRR S p————— -

B TCP &




i T3 4 TAE 2

1P EN WA R~ AURL, BiE Rk
© RHEEEBHTR N HIURL

= WA ATURLE EALIB A, JBITDNSAR SR
%uﬂﬁﬁ?y FJEDLE J\?vlebﬂli%%%jﬁﬁwﬂﬁi? e

« YA Swebfk %25 K180k O & L TCPERE

. ﬁwebﬂﬁ%ﬁﬁﬁ HTTPiERER, ERHEL
A H

s JRSBEIR S 2B HTTPIE Y BARE T
N TCP"i %ﬁﬁm
s MRS ERN EERTE-




i HTTPJE B #%3X

« HTTP AFiKE B :
THRHE B —%& i K Miweb Ak 55 4%

i)

A

NI B ——MwebfiR %32 K £

X9



o ORI

73k (RME) BX

OPTION 457 E IR

GET TEKIEI—1webTIH

HEAD ERIEEL R —Mweb DT HE Y SLER
POST HRFE[AMER (Flan, T8
PUT IBKREE—TwebTTH

DELETE MEgweb TIHE

TRACE e EIES] [ phi=ped




i i B YH 2 RS

» AIxx RREIEER, WREREELHEE P
HR (100)

s 2XX BT, WiERBTE (200) EREAE
N AFAE (204)

= 3 7N E % H ZS}J (301) ji
P v ?30% "

= 4xX i%r’z)*"%m, Bk ik (403)
RERHEEARE (404)

= 5xx i%%ﬂli%%%’%ﬁ% AR 55 2% 3 B R
(500) = UEHA (503)




i XA ICIESHTML

= HTMLR WA RE P EEXA. BEHN

¥5 ] F B web 7 [H H5#
« HTML (%) Markup

BHERRE
NRERE “BE

iR, EXTHER

%A(ﬁﬂjﬁﬁ%>

m ﬁﬂpgﬁﬁfﬂgHTML)

l:

TR ER

3M%ﬂﬁ%,

ez, XTJ ‘Ei/,f%fh'f’ti—f\‘l ﬂ%
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n 9. 125 BT A 1a) A5 =X
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Behrouz Forouzan
De Anza College
Cupertino, CA 96014

Sophia Fegan
Com-Net
Cupertino, CA 95014

1T RS =X

Mail From: forouzan@deanza.edu

RCPT To: fegan@comnet.com

From: Behrouz Forouzan
To: Sophia Fegan

Date: 1/5/05

Subject: Network

Envelope

Header

Dear Ms. Fegan:

We want to inform you that
our network is working pro-
perly after the last repair.

Yours truly,
Behrouz Forouzan

Body

>

Message
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